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National Foreword

This European Standard EN 319 401 V2.1.1 (2016-02) was adopted as Luxembourgish 
Standard ILNAS-EN 319 401 V2.1.1 (2016-02).

Every interested party, which is member of an organization based in Luxembourg, can 
participate for FREE in the development of Luxembourgish (ILNAS), European (CEN, 
CENELEC) and International (ISO, IEC) standards: 
 
- Participate in the design of standards 
- Foresee future developments 
- Participate in technical committee meetings

https://portail-qualite.public.lu/fr/normes-normalisation/participer-normalisation.html

THIS PUBLICATION IS COPYRIGHT PROTECTED 
Nothing from this publication may be reproduced or utilized in 
any form or by any mean - electronic, mechanical, photocopying 
or any other data carries without prior permission!
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Important notice 

The present document can be downloaded from: 
http://www.etsi.org/standards-search 

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or 
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any 

existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the 
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat. 

Users of the present document should be aware that the document may be subject to revision or change of status. 
Information on the current status of this and other ETSI documents is available at 

https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx 

If you find errors in the present document, please send your comment to one of the following services: 
https://portal.etsi.org/People/CommiteeSupportStaff.aspx 

Copyright Notification 

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying 
and microfilm except as authorized by written permission of ETSI. 

The content of the PDF version shall not be modified without the written authorization of ETSI. 
The copyright and the foregoing restriction extend to reproduction in all media. 

 
© European Telecommunications Standards Institute 2016. 

All rights reserved. 
 

DECTTM, PLUGTESTSTM, UMTSTM and the ETSI logo are Trade Marks of ETSI registered for the benefit of its Members. 
3GPPTM and LTE™ are Trade Marks of ETSI registered for the benefit of its Members and 

of the 3GPP Organizational Partners. 
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association. 
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Intellectual Property Rights 
IPRs essential or potentially essential to the present document may have been declared to ETSI. The information 
pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found 
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in 
respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web 
server (https://ipr.etsi.org/). 

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee 
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web 
server) which are, or may be, or may become, essential to the present document. 

Foreword 
This European Standard (EN) has been produced by ETSI Technical Committee Electronic Signatures and 
Infrastructures (ESI). 

 

National transposition dates 

Date of adoption of this EN: 22 February 2016 

Date of latest announcement of this EN (doa): 31 May 2016 

Date of latest publication of new National Standard 
or endorsement of this EN (dop/e): 

 
30 November 2016 

Date of withdrawal of any conflicting National Standard (dow): 30 June 2017 

 

Modal verbs terminology 
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and 
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of 
provisions). 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 

Introduction 
Building trust in the online environment is key to economic and social development. Lack of trust, in particular because 
of a perceived lack of security, makes consumers, businesses and administrations hesitate to carry out transactions 
electronically and to adopt new services. Trust service providers are often an essential element to establish trust 
between parties transacting electronically, particularly in open public networks, and can be used, for example, to 
provide trusted identity information and help establish secure communications between transacting parties. Examples of 
such trust service providers are issuers of public key certificates, time-stamping service providers, providers of remote 
electronic signature generation or validation services. 

For participants of electronic commerce to have confidence in the security of these trust services they need to have 
confidence that the trust service providers (TSPs) have established a set of procedures, processes and security measures 
in order to minimize the operational and financial threats and risks associated. 

The present document specifies baseline policy requirements on the operation and management practices of TSP 
regardless the service they provide. Other standards, addressing particular type of trust service, can build on the present 
document to identify supplement requirements for particular type of trust service. 
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