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National Foreword

This European Standard EN 319 412-2 V2.1.1 (2016-02) was adopted as Luxembourgish 
Standard ILNAS-EN 319 412-2 V2.1.1 (2016-02).

Every interested party, which is member of an organization based in Luxembourg, can 
participate for FREE in the development of Luxembourgish (ILNAS), European (CEN, 
CENELEC) and International (ISO, IEC) standards: 
 
- Participate in the design of standards 
- Foresee future developments 
- Participate in technical committee meetings

https://portail-qualite.public.lu/fr/normes-normalisation/participer-normalisation.html

THIS PUBLICATION IS COPYRIGHT PROTECTED 
Nothing from this publication may be reproduced or utilized in 
any form or by any mean - electronic, mechanical, photocopying 
or any other data carries without prior permission!
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Important notice 

The present document can be downloaded from: 
http://www.etsi.org/standards-search 

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or 
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any 

existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the 
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat. 

Users of the present document should be aware that the document may be subject to revision or change of status. 
Information on the current status of this and other ETSI documents is available at 

https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx 

If you find errors in the present document, please send your comment to one of the following services: 
https://portal.etsi.org/People/CommiteeSupportStaff.aspx 

Copyright Notification 

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying 
and microfilm except as authorized by written permission of ETSI. 

The content of the PDF version shall not be modified without the written authorization of ETSI. 
The copyright and the foregoing restriction extend to reproduction in all media. 

 
© European Telecommunications Standards Institute 2016. 

All rights reserved. 
 

DECTTM, PLUGTESTSTM, UMTSTM and the ETSI logo are Trade Marks of ETSI registered for the benefit of its Members. 
3GPPTM and LTE™ are Trade Marks of ETSI registered for the benefit of its Members and 

of the 3GPP Organizational Partners. 
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association. 

 

 
IL

N
A

S-
EN

 3
19

 4
12

-2
 V

2.
1.

1 
(2

01
6-

02
) -

 P
re

vi
ew

 o
nl

y 
C

op
y 

vi
a 

IL
N

A
S 

e-
Sh

op

http://www.etsi.org/standards-search
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx


 

ETSI 

ETSI EN 319 412-2 V2.1.1 (2016-02) 3 

Contents 
Intellectual Property Rights ................................................................................................................................ 4 

Foreword ............................................................................................................................................................. 4 

Modal verbs terminology .................................................................................................................................... 4 

Introduction ........................................................................................................................................................ 4 

1 Scope ........................................................................................................................................................ 6 

2 References ................................................................................................................................................ 6 

2.1 Normative references ......................................................................................................................................... 6 

2.2 Informative references ........................................................................................................................................ 6 

3 Definitions and abbreviations ................................................................................................................... 7 

3.1 Definitions .......................................................................................................................................................... 7 

3.2 Abbreviations ..................................................................................................................................................... 7 

4 General certificate profile requirements ................................................................................................... 7 

4.1 Generic requirements ......................................................................................................................................... 7 

4.2 Basic certificate fields ........................................................................................................................................ 7 

4.2.1 Version .......................................................................................................................................................... 7 

4.2.2 Signature ....................................................................................................................................................... 8 

4.2.3 Issuer ............................................................................................................................................................. 8 

4.2.3.1 Legal person issuers ................................................................................................................................ 8 

4.2.3.2 Natural person issuers ............................................................................................................................. 8 

4.2.4 Subject .......................................................................................................................................................... 9 

4.2.5 Subject public key info ................................................................................................................................. 9 

4.3 Standard certificate extensions ........................................................................................................................... 9 

4.3.1 Authority key identifier ................................................................................................................................ 9 

4.3.2 Key usage...................................................................................................................................................... 9 

4.3.3 Certificate policies ...................................................................................................................................... 10 

4.3.4 Policy mappings .......................................................................................................................................... 10 

4.3.5 Subject alternative name ............................................................................................................................. 10 

4.3.6 Issuer alternative name ............................................................................................................................... 10 

4.3.7 Subject directory attributes ......................................................................................................................... 11 

4.3.8 Name constraints ........................................................................................................................................ 11 

4.3.9 Policy constraints ........................................................................................................................................ 11 

4.3.10 Extended key usage .................................................................................................................................... 11 

4.3.11 CRL distribution points .............................................................................................................................. 11 

4.3.12 Inhibit any-policy ........................................................................................................................................ 11 

4.4 IETF RFC 5280 internet certificate extensions ................................................................................................ 11 

4.4.1 Authority Information Access..................................................................................................................... 11 

5 EU Qualified Certificate requirements ................................................................................................... 12 

5.1 EU QCStatements............................................................................................................................................. 12 

5.2 Certificate policies ............................................................................................................................................ 12 

History .............................................................................................................................................................. 13 

 

 

 
IL

N
A

S-
EN

 3
19

 4
12

-2
 V

2.
1.

1 
(2

01
6-

02
) -

 P
re

vi
ew

 o
nl

y 
C

op
y 

vi
a 

IL
N

A
S 

e-
Sh

op



 

ETSI 

ETSI EN 319 412-2 V2.1.1 (2016-02) 4 

Intellectual Property Rights 
IPRs essential or potentially essential to the present document may have been declared to ETSI. The information 
pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found 
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in 
respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web 
server (https://ipr.etsi.org/). 

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee 
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web 
server) which are, or may be, or may become, essential to the present document. 

Foreword 
This European Standard (EN) has been produced by ETSI Technical Committee Electronic Signatures and 
Infrastructures (ESI). 

The present document is part 2 of multi-part deliverable covering the Certificates Profiles. Full details of the entire 
series can be found in part 1 [i.4]. 

The present document was previously published as ETSI TS 102 280 [i.8]. 

 

National transposition dates 

Date of adoption of this EN: 22 February 2016 

Date of latest announcement of this EN (doa): 31 May 2016 

Date of latest publication of new National Standard 
or endorsement of this EN (dop/e): 

 
30 November 2016 

Date of withdrawal of any conflicting National Standard (dow): 30 June 2017 

 

Modal verbs terminology 
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and 
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of 
provisions). 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 

Introduction 
ITU and ISO issued standards for certification of public keys in Recommendation ITU-T X.509 | ISO/IEC 9594-8 [i.3] 
which are used for the security of communications and data for a wide range of electronic applications. 

Regulation (EU) No 910/2014 [i.5] of the European Parliament and of the Council of 23 July 2014 on electronic 
identification and trust services for electronic transactions in the internal market and repealing Directive 1999/93/EC 
defines requirements on specific types of certificates named "qualified certificates". Implementation of Directive 
1999/93/EC [i.1] and deployment of certificate infrastructures throughout Europe as well as in countries outside of 
Europe, have resulted in a variety of certificate implementations for use in public and closed environments, where some 
are declared as qualified certificates while others are not. 

Applications need support from standardized identity certificates profiles, in particular when applications are used for 
digital signatures, authentication and secure electronic exchange in open environments and international trust scenarios, 
but also when certificates are used in local application contexts. 
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