ETSI TR 119 300 vi.1.1 o15.05)

Electronic Signatures and Infrastructures (ESI);
Business guidance on cryptographic suites

ETSI TR 119 300 V1.1.1 (2015-05) - Preview only Copy via ILNAS e-Shop



ETSI TR 119 300 V1.1.1 (2015-05) - Preview only Copy via ILNAS e-Shop

2 ETSI TR 119 300 V1.1.1 (2015-05)

Reference
DTR/ESI-0019300

Keywords

e-commerce, electronic signature, security,
trust services

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
http://portal.etsi.org/tb/status/status.asp

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2015.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are Trade Marks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are Trade Marks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/standards-search
http://portal.etsi.org/tb/status/status.asp
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

ETSI TR 119 300 V1.1.1 (2015-05) - Preview only Copy via ILNAS e-Shop

3 ETSI TR 119 300 V1.1.1 (2015-05)

Contents

Intellectual Property RIGNES.... ..ot e e b e 4
0] Yo (o ST 4
MoOdal VErDS TEMINOIOQY ... .ccveieeiii ettt ettt e e s re s be e b e sbeeaeesbesreensesaeeaseseesneensesreeneensensens 4
1 o0 0L SR 5
2 L= £ 101 S 5
21 NOFMBLIVE FEFEIEINCES .....cutieiitiite ittt ettt sttt h ettt e e besb e ek e s bt e bt e ae e e e s bese e besheeb e e ae e s e eean e besaeebenneennennen 5
2.2 INfOrMELIVE FEFEIENCES. ... ettt e b b bbbt e e e e se e b e s bt eb e et e e e e e se e et e saeebeeneennennens 5
3 Definitions and @DDreVIaLiONS...........coviieieeeee et 6
31 D= T 0T (0] USRS 6
3.2 Y o] 1=V = 0] 1SR 6
4 INtroduction tO CryptographiC SUITES.........cceririirierieriei ettt sttt b b b n e nnenrea 7
41 LT 0T SR 7
4.2 Digital signatures as part of €leCtroniC SIgNALUIrES OF SEAIS.........eeieeierieree e seesieeree e e e e ee e ae e e e enaees 7
4.3 Signature Creation and VENTFICALION...........cueiieir et e et e st e teeraesreeste e teeneesneesnnesnes 7
4.4 LY/ o 0o ir=o aTTor=" o o) 11 o] o 4= 0 7
441 HESH FUNCLIONS ...ttt b bbbt se b s b bt s bt eh e e e e e e b sb e et e neene e e ennan 7
4.4.2 Message encoding and random NUMDETS ..........ccveieiieeee et eeste e ae e sae e e saeesseeseeseesseenseensnans 8
4.4.3 ASymMMELIiC SIGNELUrE @l gONTNMS........eeiee et e e be e eeeneesneesns 8
4.4.4 SECUITEY DTS ...ttt bbb bbb bt e b bt e ek bt e bbb e bt bt e bt b et e st b e e nn 8
45 RS =1 1= 0 .2 o o S 8
451 S 1010 = o (4= 0 o [T=- S 8
4.5.2 TeChNiCal SPECIHTICALIONS.......ccuiieeiiite ettt bbbt b et b et b e s 8
5 Selecting an appPropriate SIGNEEUNE SUITE........cueiriieiieiertesie ettt nnennenes 8
51 FEFOOUCTION ...ttt st e e bbbt e e e e e b sh e eb e e bt eh e eb e s Rt eb e e e en b e bean e e ke saeebenneennennens 8
52 (Y= T ] g To o=t ot ] 1o [ o] USRS 9
521 TIUSE TEVEL ..o b ettt et bbbt b et e s eese e b e sheehe e st e s e b e nb et e saenbenneennenens 9
5.2.2 I8 e T S 9
523 HEITOWEIE SECUNTLY ...ttt ettt ettt ettt b bbb e bt b e bt b e se bt b se e bt sb et ebese et eb e s b e e ebesnennebe e 9
524 ATEACK POLENTIAL ...ttt b e bbbt b e et b e bbb e e st ebene et sb e e et sb e e ene e 9
53 L0 Lo =g Lo R T I = 1=t (o] o PSSP 10
531 National SUPENVISOIY DOTIES. ......c.ceuiiiiieeiiiieieee ettt ettt b et b et e et b e bbb 10
532 THUSE SENVICE PrOVITENS. ...ttt ettt ettt ettt b et b bbbt e bbbt b e bbbt et b s e e eb e b e e e bt b ens 10
533 ManufaCturers Of SECUMTY TEVICES .......uiiiiieecie ettt st et te s e s e be e teeteennesnneenes 10
534 INFOrMELION 1O ENO USEI'S ...ttt b e bbbt et e e bt bt eae et e se e e et e e e besbesb e e e ennenneas 10
11 PSSR 11

ETSI



ETSI TR 119 300 V1.1.1 (2015-05) - Preview only Copy via ILNAS e-Shop

4 ETSI TR 119 300 V1.1.1 (2015-05)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web

server (http://ipr.etsi.org).
Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee

can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETS| Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Report (TR) has been produced by ETSI Technical Committee Electronic Signatures and Infrastructures
(ESI).

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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