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Foreword 

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are 
members of ISO or IEC participate in the development of International Standards through technical 
committees established by the respective organization to deal with particular fields of technical 
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other 
international organizations, governmental and non‐governmental, in liaison with ISO and IEC, also 
take part in the work. In the field of information technology, ISO and IEC have established a joint 
technical committee, ISO/IEC JTC 1. 

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part 1.  In particular the different approval criteria needed for 
the different types of document should be noted.  This document was drafted in accordance with the 
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives). 

Attention is drawn to the possibility that some of the elements of this document may be the subject 
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent 
rights. Details of any patent rights identified during the development of the document will be in the 
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents). 

Any trade name used in this document is information given for the convenience of users and does 
not constitute an endorsement. 

For an explanation on the voluntary nature of standards, the meaning of ISO specific terms and 
expressions related to conformity assessment, as well as information about ISO's adherence to the 
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the 
following URL: www.iso.org/iso/foreword.html. 

This document was prepared by ISO/IEC JTC 1, Information technology, SC 27, IT Security techniques, 
in collaboration with ITU‐T.	The identical text is published as ITU‐T	X.1085 (10/2016). 
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Rec. ITU-T X.1085 (10/2016) i 

INTERNATIONAL STANDARD ISO/IEC 17922 

RECOMMENDATION ITU-T X.1085 

Information technology – Security techniques – Telebiometric authentication framework using 

biometric hardware security module 

Summary 

Recommendation ITU-T X.1085 | ISO/IEC 17992 describes a telebiometric authentication scheme using biometric 

hardware security module (BHSM) for the telebiometric authentication of proving owner of ITU-T X.509 certificate 

registered individual at registration authority (RA). This Recommendation | International Standard provides the 

requirements for deploying the BHSM scheme to securely operate the telebiometric authentication under PKI 

environments. The scheme focuses on providing how to assure the telebiometric authentication with biometric techniques 

and hardware security module and it also suggests ASN.1 standard format for including the proposed scheme in 

ITU-T X.509 framework when telebiometric authentication and ITU-T X.509 certificate are combined to prove the owner 

of the certificate. 

History 

Edition Recommendation Approval Study Group Unique ID*

1.0 ITU-T X.1085 2016-10-14 17 11.1002/1000/13060 

Keywords 

Biometric hardware security module, BHSM, ITU-T X.509 certificate, ISO/IEC 24761, pseudonymous identifier, PSID, 

public key infrastructure, PKI, telebiometric authentication. 

* To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web browser, followed by the

Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/11830-en.
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