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INTERNET OF THINGS (loT) -
COMPATIBILITY REQUIREMENTS AND MODEL
FOR DEVICES WITHIN INDUSTRIAL loT SYSTEMS

FOREWORD

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental,
in liaison with ISO and IEC, also take part in the work.

The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible, an
international consensus of opinion on the relevant subjects since each technical committee has representation
from all interested IEC and ISO National bodies.

IEC and ISO documents have the form of recommendations for international use and are accepted by IEC and
ISO National bodies in that sense. While all reasonable efforts are made to ensure that the technical content of
IEC and ISO documents is accurate, IEC and ISO cannot be held responsible for the way in which they are used
or for any misinterpretation by any end user.

In order to promote international uniformity, IEC and ISO National bodies undertake to apply IEC and ISO
documents transparently to the maximum extent possible in their national and regional publications. Any
divergence between any IEC and ISO document and the corresponding national or regional publication shall be
clearly indicated in the latter.

IEC and ISO do not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC and ISO marks of conformity. IEC and ISO are not
responsible for any services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this document.

No liability shall attach to IEC and ISO or their directors, employees, servants or agents including individual
experts and members of its technical committees and IEC and ISO National bodies for any personal injury,
property damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (including
legal fees) and expenses arising out of the publication, use of, or reliance upon, this ISO/IEC document or any
other IEC and ISO documents.

Attention is drawn to the Normative references cited in this document. Use of the referenced publications is
indispensable for the correct application of this document.

Attention is drawn to the possibility that some of the elements of this ISO/IEC document may be the subject of
patent rights. IEC and ISO shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 30162 has been prepared by subcommittee 41: Internet of Things and Digital Twin, of
ISO/IEC joint technical committee 1: Information technology. It is an International Standard.

The text of this International Standard is based on the following documents:

FDIS Report on voting
JTC1-SC41/251/FDIS JTC1-SC41/265/RVD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1, available at www.iec.ch/members_experts/refdocs
and www.iso.org/directives.

IMPORTANT - The "colour inside" logo on the cover page of this document indicates that it
contains colours which are considered to be useful for the correct understanding of its
contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

Dynamic growth and embracing of digital technologies in all spheres of human life has created
the conducive basis for transitioning toward the digital economy, while adoption of Industrial
Internet of Things (l1oT) is one of the major technology directions of the digital economy growth.
As it is essential to implement 10T technologies in enterprises worldwide, the issue of practical
aspects in the realization of the IloT concepts has gained vital importance. In particular, one of
the existing problems is unavailability of transparent mechanisms in terms of how and in what
way to establish connections of industrial equipment to cloud platforms designed for data
collection and analysis.

As soon as numerical programmable tools became widely available, the development of
technologies and protocols enabling management and control of the industrial equipment
control software utility within an enterprise network became necessary. At that time,
management of such control utility over Internet was out of question. In parallel, a number of
concerns arose due to the design and development of proprietary technologies and protocols;
in most cases, they are incompatible with each other. Since such technologies and protocols
were the intellectual property (IP) of the relevant enterprise, no legal framework describing
structure and operation principles of such technologies and protocols existed. As the lloT
concept started to appear, activities aimed at standardizing and documenting the previously
developed technologies and protocols began. As a result of the analysis of existing protocol
elements, a document having a general list or register of protocols was developed.
Notwithstanding, the compiled document contained just descriptions of the existing set of
technologies and protocols, without the information about their ability to interact with each other,
or about the methods of connecting to cloud-based platforms. Each manufacturer built the
systems based on those protocols that the manufacturer considered to be the most suitable for
solving specific tasks. Numerous manufacturers' equipment use specific protocols that were
specially developed by the manufacturers for the management and data delivery tasks for
different industrial solutions. For instance, the protocols described in IEC 60870-5-101,
IEC 60870-5-103, IEC 60870-5-104, Modbus, DNP3, etc. are widely used today.

In the initial stages, developers and large enterprises insisted on using their own proprietary
protocols, arguing that their protocols were designed and developed for executing specific
functions. For instance, IEC 61850 (describing some protocols) is widely applied for power
substations while Modbus is used for transmitting raw data from pressure sensors. Controller
area network (CAN) technology is mostly adopted in the automotive industry and robotics
(see ISO 11898 series). As a variety of protocol versions started to emerge, different version
and metadata format incompatibility became apparent. A majority of production hardware
supports Modbus-RTU and Modbus-ASCII, while a more advanced version of Modbus-TCP
protocol no longer requires such complications as RTU and ASCII. The major problems are
data conversion from one protocol to another and protocol identification using certain attributes
(semantic) for seamless interoperability of the IloT devices and platforms. The interoperability
issues can be resolved by defining particular compatibility requirements for the IloT devices,
applications, systems, components, and other lloT entities.

This document specifies compatibility requirements for various entities of the IloT systems that
can be used as guidance for connecting, configuring and testing of industrial hardware.
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