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National Foreword

This European Standard EN ISO/IEC 27002:2022 was adopted as Luxembourgish 
Standard ILNAS-EN ISO/IEC 27002:2022.

Every interested party, which is member of an organization based in Luxembourg, can 
participate for FREE in the development of Luxembourgish (ILNAS), European (CEN, 
CENELEC) and International (ISO, IEC) standards: 
 
- Participate in the design of standards 
- Foresee future developments 
- Participate in technical committee meetings

https://portail-qualite.public.lu/fr/normes-normalisation/participer-normalisation.html

THIS PUBLICATION IS COPYRIGHT PROTECTED 
Nothing from this publication may be reproduced or utilized in 
any form or by any mean - electronic, mechanical, photocopying 
or any other data carries without prior permission!
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European foreword 

The text of ISO/IEC 27002:2022 has been prepared by Technical Committee ISO/IEC JTC 1 "Information 
technology” of the International Organization for Standardization (ISO) and has been taken over as 
EN ISO/IEC 27002:2022 by Technical Committee CEN-CENELEC/ JTC 13 “Cybersecurity and Data 
Protection” the secretariat of which is held by DIN. 

This European Standard shall be given the status of a national standard, either by publication of an 
identical text or by endorsement, at the latest by May 2023, and conflicting national standards shall be 
withdrawn at the latest by May 2023. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. CEN-CENELEC shall not be held responsible for identifying any or all such patent rights. 

This document supersedes EN ISO/IEC 27002:2017. 

Any feedback and questions on this document should be directed to the users’ national standards body. 
A complete listing of these bodies can be found on the CEN and CENELEC websites. 

According to the CEN-CENELEC Internal Regulations, the national standards organizations of the 
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria, 
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, 
Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic of 
North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Türkiye and the 
United Kingdom. 

Endorsement notice 

The text of ISO/IEC 27002:2022 has been approved by CEN-CENELEC as EN ISO/IEC 27002:2022 
without any modification. 

 

 

ILNAS-EN ISO/IEC 27002:2022
IL

N
A

S-
EN

 IS
O

/I
EC

 2
70

02
:2

02
2 

- P
re

vi
ew

 o
nl

y 
C

op
y 

vi
a 

IL
N

A
S 

e-
Sh

op



Information security, cybersecurity 
and privacy protection — Information 
security controls
Sécurité de l'information, cybersécurité et protection de la vie 
privée — Mesures de sécurité de l'information

INTERNATIONAL 
STANDARD

ISO/IEC 
27002

Third edition 
2022-02

Reference number 
ISO/IEC 27002:2022(E)

© ISO/IEC 2022
 

ILNAS-EN ISO/IEC 27002:2022
IL

N
A

S-
EN

 IS
O

/I
EC

 2
70

02
:2

02
2 

- P
re

vi
ew

 o
nl

y 
C

op
y 

vi
a 

IL
N

A
S 

e-
Sh

op



ii

ISO/IEC 27002:2022(E)

COPYRIGHT PROTECTED DOCUMENT

©  ISO/IEC 2022

Website: www.iso.org

   © ISO/IEC 2022 – All rights reserved
 

 

ILNAS-EN ISO/IEC 27002:2022
IL

N
A

S-
EN

 IS
O

/I
EC

 2
70

02
:2

02
2 

- P
re

vi
ew

 o
nl

y 
C

op
y 

vi
a 

IL
N

A
S 

e-
Sh

op



ISO/IEC 27002:2022(E)

Foreword ....................................................................................................................................................................................................................................... vi
Introduction .............................................................................................................................................................................................................................vii
1 Scope ................................................................................................................................................................................................................................. 1
2 Normative references ..................................................................................................................................................................................... 1

 .............................................................................................................................. 1
 ......................................................................................................................................................................

 .............................................................................................................................................................................. 6
4 Structure of this document ....................................................................................................................................................................... 7

 ........................................................................................................................................................................................................... 7
 ....................................................................................................................................................................

 ..........................................................................................................................................................................................

5 Organizational controls ............................................................................................................................................................................... 9
 ............................................................................................................................................

 ....................................................................................................
......................................................................................................................................................................

 .................................................................................................................................................
 .............................................................................................................................................................

 ...............................................................................................................................
 ...........................................................................................................................................................................

 .........................................................................................................
 ....................................................................................

 ....................................................................... 20
 ..................................................................................................................................................................................

 ................................................................................................................................................... 22
 ............................................................................................................................................................. 23

 ......................................................................................................................................................................
 ....................................................................................................................................................................................... 27

 .....................................................................................................................................................................
 ..................................................................................................................................................... 30

 .......................................................................................................................................................................................... 32
 ...................................................................................................... 33

 ............................................................... 35
 ................................................................................ 37

 ......................................................
 .......................................................................................................

 ..........................................
 ...........................................................................

 .............................................................................................................
 .......................................................................................................

 ....................................................................................................................................................................
 .......................................................................................................................

 ............................................................................................................................
 ....................................................................... 50

 .....................................................................................................................................................
 ..................................................................................................................................................................... 53

 ..................................................................................................................................................
 ........................................................................................................... 55

 ...................................... 56
 .................................................................................................................................. 57

6 People controls ...................................................................................................................................................................................................58
 ..................................................................................................................................................................................................

 .............................................................................................................................

iii© ISO/IEC 2022 – All rights reserved  

Contents 

 

ILNAS-EN ISO/IEC 27002:2022
IL

N
A

S-
EN

 IS
O

/I
EC

 2
70

02
:2

02
2 

- P
re

vi
ew

 o
nl

y 
C

op
y 

vi
a 

IL
N

A
S 

e-
Sh

op



ISO/IEC 27002:2022(E)

 ............................................................................ 60
 ....................................................................................................................................................................... 62

................................................................... 63
 ....................................................................................................... 63

6.7 Remote working ................................................................................................................................................................................. 65
............................................................................................................................. 66

7 Physical controls ...............................................................................................................................................................................................67
 .................................................................................................................................................. 67

 .......................................................................................................................................................................................
 ............................................................................................................................. 70

 .................................................................................................................................................. 70
 ...............................................................................

 ............................................................................................................................................................. 72
 ...................................................................................................................................................... 73

 .........................................................................................................................................
 ............................................................................................................................................. 75

 ....................................................................................................................................................................................... 76
 .......................................................................................................................................................................... 77

 ..................................................................................................................................................................................
 .............................................................................................................................................................

 ........................................................................................................................

8 Technological controls ...............................................................................................................................................................................81
 ...................................................................................................................................................................

 ...............................................................................................................................................................
 ..............................................................................................................................................

 ....................................................................................................................................................................
 ...................................................................................................................................................................
 ...................................................................................................................................................................

 ....................................................................................................................................................
 .....................................................................................................................

 .....................................................................................................................................................
 ......................................................................................................................................................................

 ........................................................................................................................................................................................
 ..........................................................................................................................................................

......................................................................................................................................................................
 ..............................................................................................

 ....................................................................................................................................................................................................
 ...................................................................................................................................................................

 ...............................................................................................................................................................
 ..................................................................................................................................

 ...............................................................................................
 .........................................................................................................................................................................

 ...............................................................................................................................................
 ..........................................................................................................................................................

 .......................................................................................................................................................................................
 ....................................................................................................................................................................

 .............................................................................................................................................
 ................................................................................................................................

 ............................................................................
.....................................................................................................................................................................................

 ..............................................................................................
 ........................................................................................................................................................

..........................................................
 ...................................................................................................................................................................

 ..............................................................................................................................................................................
 ............................................................................

Annex A  Using attributes .................................................................................................................................................... 132

iv    © ISO/IEC 2022 – All rights reserved
 

 

ILNAS-EN ISO/IEC 27002:2022
IL

N
A

S-
EN

 IS
O

/I
EC

 2
70

02
:2

02
2 

- P
re

vi
ew

 o
nl

y 
C

op
y 

vi
a 

IL
N

A
S 

e-
Sh

op


