ISO/IEC 18045:2005 - Preview only Copy via ILNAS e-Shop

INTERNATIONAL ISO/IEC
STANDARD 18045

First edition
2005-10-01

Information technology — Security
techniques — Methodology for IT security
evaluation

Technologies de l'information — Techniques de sécurité —
Meéthodologie pour I'évaluation de sécurité T/

Reference number
ISO/IEC 18045:2005(E)

© ISO/IEC 2005




ISO/IEC 18045:2005 - Preview only Copy via ILNAS e-Shop

ISO/IEC 18045:2005(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but
shall not be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In
downloading this file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat

accepts no liability in this area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation
parameters were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In
the unlikely event that a problem relating to it is found, please inform the Central Secretariat at the address given below.

© ISO/IEC 2005

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or

ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 « CH-1211 Geneva 20
Tel. +412274901 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org

Published in Switzerland

© ISO/IEC 2005 — All rights reserved



ISO/IEC 18045:2005 - Preview only Copy via ILNAS e-Shop

ISO/IEC 18045:2005(E)

Contents Page
oYL= Y o] o E T OO TP PP OT R UPPTPPRRRPRR Vii
e A oTe 1V oX 1T o] o TP PRSP PPPPRRPPRN viii
1 SToT 0] o1 PP PPPPPTRPPRPI 1
2 N[0 ] €= ARSI =] =T =T 1= SRR 1
3 Terms and defiNItIONS ...ooooi e e e e e s s st ee e e e e e e s e s nn e e e e ee s nnbaneeeeeeeaas 1
4 Symbols and abbreviated tEIrMS ... ... e e e e e a e 3
5 OVEBIVIBW ..ttt etttk 4 b et e 4kt e 4k et e 4 eh b et e 4 oa b et o4 ea Rt et e e aab e et e e ekt e aa b et e e an e e e e s nnne e s 3
51 Organisation of this International Standard .............ooo e 3
6 DOCUMENT CONVENTIONS ..eiitiiiiiieeiie et ee ettt ss e ss e s e e s et e e n et e s e e e b e e e aane e e snreenneesnneeereas 3
6.1 LI 20110 o o Y2 SRS PPRRR 3
6.2 V2] o U =T Vo - PR 4
6.3 General evaluation QUIHANCE .......cooiiiiiiiiiie ettt e s st e e e st b e e e e rreeessabeeee s 4
6.4 Relationship between ISO/IEC 15408 and ISO/IEC 18045 StrUCIUIES.....c..uvveeiieeeeeeiiiiiiiieieeeeeeeeeeenene 4
6.5 LV LU= o ] Y =T o 1Yo £ PSR 4
7 General eValuation TASKS ........coiiiiii e 5
7.1 e A goTe 8T o3 1T o] o DOTTR O T T PP P PP PPPPPPPRPR PO 5
7.2 EVAlUALION TNPUL TASK ...ttt e e e e e e ettt e e e e e e e e s st b et e e e e e e eanbeseeaeaeeeeannnnees 6
472 T © oY [=T ] €Y= PP 6
FA 2 Y o] o1 1 ToF- 1{ Lo 4 TN g Vo ] 4= - PP 6
7.2.3 Management of evaluation evidence SUD-LaSK ........cccccccoiiiiiiiiiiii e 7
7.3 EVAlUALiON QUEIPUL TASK ..ottt ettt e et b et e e e s snbee e e e enens 7
RS T R O o1 £V O O P TP PP OUPRP 7
P B Y o] o [ ox= A o] o N g Yo ] (=2 PSP PR OTPRP 8
7.3.3  WIIE OR SUD-TASK ...ciieiiiiiiiee ittt ettt e e e e e s ettt e e e e e e e e e anbee e e e e aaeeeeasbeeeeaaeeeannntsneeeeann 8
7.3.4  WIILE ETR SUD-TASK . ...ceiiiiiiiii ittt e oottt e e e e e e s a bbbt e e e e e e e e e aaeeeaeeeaanrnaaeeaaaeaan 8
7.3.5  EVAlUALION SUD-BCTIVITIES ...ttt e e e et e e e e e e e e e e s e e e e e e s e annbeaeeeas 13
8 Protection Profile @ValUBLION...........ooiiiiiiii et 14
8.1 oL A foTe IE X o] o FO PP P R TP PPN 14
8.2 PP evaluation relatioNShiPs ..o e e e e e e s st r e e e e e e e e saare e e e e e e aanannes 14
8.3 Protection Profile evaluation @CtiVIty ...t 15
8.3.1 Evaluation of TOE description (APE_DES.1).....cccuutiiiiiiiie ittt et e e 15
8.3.2 Evaluation of Security environment (APE_ENV.1).....ccccooiiiiiiiiiii e 16
8.3.3 Evaluation of PP introduction (APE_INT.L) ....ccouiiiiiiiiiiiee ittt e s 19
8.3.4 Evaluation of Security objectives (APE_OBUJ.1).....cocciiiiiiiiiee ittt 20
8.3.5 Evaluation of IT security requirements (APE_REQ.L) .......cccuiiiiiiiiiieiiiiiee it 23
8.3.6 Evaluation of Explicitly stated IT security requirements (APE_SRE.1).......c.ccccoiiiiiiiieieiiiiienenns 32
9 SeCUTity Target @VAlUALION .......ccoi i e e e e e st e e e e e e e s e s aabea e e e eaeeeesterareeaaeeeas 35
9.1 o1 AfoTe 1ETox T o o FO PP PP PR 35
9.2 ST evaluation relatioNSNIPS ..uuiiie e e e s e e e e e e s e s r e e e e e asrereereeaeeen 35
9.3 Security Target evValuation ACHIVITY ... e e e e e e e e e e e s e s e e eeeeeeen 36
9.3.1 Evaluation of TOE description (ASE_DES.1).....cccuutiiiiiiiiie ettt e et e e snbeeenees 36
9.3.2 Evaluation of Security environment (ASE_ENV.1)........oooiiiiiiiii e 37
9.3.3 Evaluation of ST introduCtion (ASE_INT.L).....cuiiiiiiiiiiiiiieee ittt e s e e e snbr e e e e snbeeeaaes 40
9.3.4 Evaluation of Security objectives (ASE_OBUJ.1).....coiciiiiiiiiieeiiiie ettt 42
9.3.5 Evaluation of PP Claims (ASE_PPC.1). ...ttt e e e e e e saaaaee s 45
9.3.6 Evaluation of IT security requirements (ASE_REQ.1) ......uoiiiiiiiiiiiiiiiiiiieee et 46
9.3.7 Evaluation of Explicitly stated IT security requirements (ASE_SRE.1).........ccccooiiiiiiiiiniiiiiie 56

© ISO/IEC 2005 — Al rights reserved iii



