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INTERNATIONAL ELECTROTECHNICAL COMMISSION
SYSTEMS INTERFACE BETWEEN CUSTOMER ENERGY
MANAGEMENT SYSTEM AND THE POWER MANAGEMENT SYSTEM -

Part 10-1: Open Automated Demand Response
(OpenADR 2.0b Profile Specification)

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardi
all national electrotechnical committees (IEC National Committees). The obj
international co-operation on all questions concerning standardization in the elegtf|
this end and in addition to other activities, IEC publishes International Standargs i e ifications
Technical Reports, Publicly Available Specifications (PAS) and Guides S
Publication(s)”). Their preparation is entrusted to technical committees; a
in the subject dealt with may participate in this preparatory work
governmental organizations liaising with the IEC also partlmpate in
with the International Organization for Standardization (ISO) i
agreement between the two organizations.

ation comprising

aborates closely
itions determined by

2) The formal decisions or agreements of IEC on technical mattg S possible, an international
consensus of opinion on the relevant subjects since eac itte
interested IEC National Committees.

Publications is accurate, IEC cannot be hs
misinterpretation by any end user.

9) Attention is™drawn to the pOssibility that some of the elements of this IEC Publication may be the subject of
patent rights. IES shall yot be held responsible for identifying any or all such patent rights.

A PAS is a technical specification not fulfilling the requirements for a standard, but made
available to the public.

IEC-PAS 62746-10-1, submitted by Open ADR Alliance, has been processed by IEC project
committee 118: Smart grid user interface. It is based on Open Automated Demand Response
Communications Specification, also called OpenADR 2.0 Specification B Profile. The structure
and editorial rules used in this PAS reflect the practice of the organization which submitted it.

The text of this PAS is based on the This PAS was approved for
following document: publication by the P-members of the
committee concerned as indicated in
the following document

Draft PAS Report on voting
118/29/DPAS 118/32/RVD
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Following publication of this PAS, the technical committee or subcommittee concerned may
transform it into an International Standard.

This PAS shall remain valid for an initial maximum period of 3 years starting from the
publication date. The validity may be extended for a single period up to a maximum of 3 years,
at the end of which it shall be published as another type of normative document, or shall be
withdrawn.

One of the tasks of PC 118 is to develop IEC standards on Demand Response.

This document has been approved as an IEC Publicly Available Specification (PAS) following
the decision made by PC 118 at its second plenary meeting (March 2013)

It has been submitted by the OpenADR Alliance which has a categ6ry ¥ i hPC 118

Response and a promising trend of the industry. It has &
IEC CIM (IEC 61970 and IEC 61968). Considering the

This standard contains

as a complement aqd d
A bilingual versi<>
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Original introductory material

FOREWORD

The development of the Open Automated Demand Response Communications
Specification, also called OpenADR, began in 2002 following the California electricity crisis.
The California Energy Commission Public Interest Energy Research Program funded an
OpenADR research program through the Demand Response Research Center (DRRC) at
Lawrence Berkeley National Laboratory (LBNL). OpenADR developme egan in 2002 to
support California’s energy policy objectives to move toward dynamic pgicing toximprove the

economics and reliability of the electric grid. Initial field tests focused,§ ating.a number
of event-based DR utility programs for commercial and industrial ( The DRCC
research set out to determine if today’s communications and i s could
be used to automate Demand Response (DR) operatlons using sta zed eletr|0|ty prlce

adoption of OpenADR. Today, utilities and governments
manage the growing demand for electricity and peak ca i ystems. This low

atability, robustness,

electric load shedding or shifting. OpgnADR_is 2 i i i i
[ i day-ahead orof ime pricing. OpenADR has been field
i \ programs inPU.S and worldwide. While the scope of

ents anyl prices, significant work focuses on DR
ithin facilities. OpenADR interacts with facility

TC was more than DR and Distributed Energy Resources (DER), the EI TC created profiles
within the EI Version 1.0 standard for specific applications within the Smart Grid. The
OpenADR Alliance used the EI OpenADR profile as the basis for the OpenADR 2.0 Profile
Specification defined in this document. OpenADR 2.0 defines profiles for DR and Distributed
Energy Resources (DER), while keeping in mind the requirements of the diverse market and
stakeholder needs.
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INTRODUCTION

Development of the Demand Response (DR) market has resulted in a transition from manual
DR to OpenADR in Automated DR (Auto-DR) programs. As of 2013, over 250 MW was
enrolled in California commercial and industrial customers Auto-DR programs using OpenADR
1.0." DR is defined as “...action taken to reduce electricity demand in response to price,
monetary incentives, or ut|I|ty directives so as to maintain reliable electric service or avoid
high electricity prices.” OpenADR 1.0 was developed to support Auto-DR programs and
California’s energy policy objectives to move toward dynamic pricing to improve the
economics and reliability of the electric grid. The recent developments have expanded the use
of OpenADR to meet diverse market needs such as ancillary services (Fast DR), dynamic
prices, intermittent renewable resources, supplement grid-scale storage, electric vehicles, and
load as generation. For example, with real-time price information, an automated client within
the customer facility can be designed to continuously monitor these prices andganslate this

fundamental element of the United States (U.S.) Smart Grid interog rabili s, which

[ ]

° gigned to initiate automation through
the use of pre-progra trategies determined and controlled by
the end-use papticipant

e Opt-Out - Provide override unct|on to any part|C|pants for a DR event if
the even P

e Complete\Data ribes a rich data model and architecture to communicate
price, reliabi

° des scalable communications architecture to different

° ( standards-based technology such as Internet Protocol (IP)

rm the basis of the communications model.

OpenADR is a commuyications data model, along with transport and security mechanisms,
which facilitate information exchange between two end-points, the electricity service provider
and the customer. It is not a protocol that specifies “bit-structures” as some communications
protocols do, but instead relies upon existing open standards such as eXtensible Mark-up
Language (XML) and Internet Protocol (IP) as the framework for exchanging DR signals. In
some references the term “system,” “technology,” or “service” is used to refer to the features
of OpenADR.

OpenADR is designed to facilitate automation of DR actions at the customer location, whether

it involves electric load shedding or load shifting. We are often asked if the communications
data model can be used for continuous operations. The answer is yes. Many emergency or

1 Piette, Mary Ann, Girish Ghatikar, Sila Kiliccote, Ed Koch, Dan Hennage, Peter Palensky, and Charles McParland.
2009. Open Automated Demand Response Communications Specification (Version 1.0). California Energy
Commission, PIER Program. CEC- 500- 2009- 063.

2 U.S. Federal Energy Regulatory Commission (FERC), 2007 Assessment of Demand Response and Advanced
Metering, Staff Report, available: http://www.ferc.gov/legal/staff-reports/09-07-demand-response.pdf
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reliability DR events occur at specific times when the electric grid is strained. The OpenADR
communications are designed to coordinate such signals with facility control systems
(commercial, industrial, and residential). OpenADR is also designed to provide continuous
dynamic price signals such as hourly day-ahead or day-of real time pricing. With such price
information an automated client can be configured to continuously monitor these prices and
translate this information into continuous automated control and response strategies within a
facility. Several reports present the history of OpenADR 1.0 research.3 This OpenADR 2.0
profile specification covers the signaling data models for price and reliability signals to both
wholesale and retail markets in the U.S.

OpenADR provides the following benefits:

e Open Specification—Provides a standardized DR communications and_signaling

assets, and obsolesce in technology.
Ease of Integration—Facilitates/

3 These reports are available at http://drrc.Ibl.gov/drrc-pubsall.html:

Piette, M.A., S. Kiliccote, G. Ghatikar, Design and Implementation of an Open, Interoperable Automated Demand
Response Infrastructure, Proceedings of the Grid-Interop Forum, October 2007, LBNL-63665.

Koch, E., M.A. Piette, Architecture Concepts and Technical Issues for an Open, Interoperable Automated Demand
Response Infrastructure. Proceedings of the Grid-Interop Forum, October 2007. LBNL-63664.

Piette, M.A, D. Watson, N. Motegi, S. Kiliccote Automated Critical Peak Pricing Field Tests: 2006 Pilot Program
Description and Results, August, 2007. LBNL-62218.

Motegi, N., M.A. Piette, D.S. Watson, S. Kiliccote, P. Xu. Introduction to Commercial Building Control Strategies
and Techniques for Demand Response, May 2007. LBNL-59975.

4 Energy Interoperation OASIS Committee Specification, Energy Interoperation Version 1.0, December 2011.
http://www.oasis-open.org/committees/download.php/44364/energyinterop-v1.0-csprd03.zip
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1 Scope

The OpenADR 2.0 profile specification is a flexible data model to facilitate common
information exchange between electricity service providers, aggregators, and end users. The
concept of an open specification is intended to allow anyone to implement the two-way
signaling systems, providing the servers, which publish information (Virtual Top Nodes or
VTNs) to the automated clients, which subscribe the information (Virtual End Nodes, or VENSs).

This OpenADR 2.0 profile specification covers the signaling data models between VTN and
VEN (or VTN/VEN pairs) and does include information related to specific DR electric reduction
or shifting strategies, which are taken at the facility. In particular, OpenADR 2.0 supports the
following services from OASIS El Version 1.0 standard or subset thereof. Extensions to these
services are included to meet the DR stakeholder and market requirements:

and parties. This is necessary in advance of an actor interactihg parties in
various roles such as VEN, VTN, tenderer, and so forth

2. Enrollment (EiEnroll): Used to enroll a Resource for part programs
This establishes a relationship between two actors as ¢ i interactions.

(Planned for future releases)
3. Market Contexts (EiMarketContext): Used to
reports, etc. Market contexts are used to exp yation that rarely
changes, and thereafter need not be communicated W essage. (Planned for
future releases)
4. Event (EiEvent): The core DR event

functionalit
releases
6. Reportin ;

7.
indicates when an event may or may not be accepted and
ih respect to a Market Context. Knowing the Availability and
. Ns improves the ability of the VTN to estimate response to
t. (Planned for future releases)
8. iOpt): Overrides the EiAvail; addresses short-term changes in

the VTN.

These OpenADR 2.0 services in this specification provide information that is pertinent to DR,
pricing, and DER communication requirements. These services make no assumption on
specific DR electric load control strategies within the resource or market-specific contractual
or business agreements between electricity service providers and their customers.

OpenADR uses an application-level data model, which is independent of transport
mechanisms. For the purposes of interoperability, OpenADR 2.0 provides basic transport
mechanisms and their relevant interaction patterns (e.g., PUSH information vs. PULL
information) to address different stakeholder needs.

OpenADR 2.0 specifies the necessary level of security that is essential to meet the U.S.
Cyber Security requirements for such purposes as data confidentiality, integrity,
authentication and message-level security. Such security requirements are essential for non-
repudiation and to mitigate any resulting Cyber Security risks.

OpenADR 2.0 provides a clear set of mandatory and optional attributes within each of the
services to meet the broader interoperability, testing and certification requirements, while
creating feature-sets with different product profiles to address today’s market needs as well
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as future requirements that are closely aligned to meet OpenADR goals and national
interoperability requirements for Smart Grid standards.

The different product certification levels for OpenADR include OpenADR 2.0a, OpenADR 2.0b,
and OpenADR 2.0b “Energy Reporting only” VENs (depicted in Figure 1). VTN certification for
2.0a will end with publication of this document, and existing implementations of 2.0a VTNs
must upgrade to the OpenADR2.0b standard. For this reason, Figure 1 has no column for 2.0a
VTN. 2.0b VTNs must support 2.0a VENs (and therefore comply with the OpenADR2.0a
standard). VENs can be certified using the 2.0a, the 2.0b, and a 2.0b “Energy reporting only”
profile. An OpenADR 2.0c or new market-specific profiles may be specified in the future. This
profile specification describes OpenADR 2.0b. For the final 2.0a features, please refer to the

respective specification, which is available on the OpenADR Alliance’s website -
http://www.openadr.org/.
VAN
VTN VEN A N\
NS
nexgy
ortig
B A o
Services and Functions \)
Support 6
EiEvent <(>
Limited Profile (2.0a specification) M M \I!A/
Full Profile M M
EiOpt \ <\
o]l NS | M
EiReport “
/_ \._ %ull Profjke ™M ) M* M*
EiRegisterParty N \k>
¢\ \Full Reofily] M M M
Transport Protocols
N\ \\.Simplg HTTP M M 0-1 0-1
\ XMPP M 0 0-1 0-1
Security Levels \)
Standard M M M M
High (o] NA (o) 0
M - Mandatory NA - Not available for profile
O - Optional * Optional features available
O-1 - Optional, but at least one of them must be supported

Figure 1 — OpenADR 2.0 Certification Levels


http://www.openadr.org/

PAS 62746-10-1 © IEC:2014(E) -1 -

2 Normative References
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[OpenADR 2.0 PICS] — Source: OpenADR website, http://www.openadr.org

[OpenADR 2.0 Certificate Policy] — Source: OpenADR website,
http://www.openadr.org

[OASIS EI 1.0] Energy Interoperation OASIS Committee Specification 02, Energy
Interoperation Version 1.0, http://docs.oasis-
open.org/energyinterop/ei/v1.0/cs02/energyinterop-v1.0-cs02.html, February 2012.

calendar-spec-v1.0-cs01.html, July 2011.

[RFC2119] S. Bradner, Key words for use in
http://www.ietf.org/rfc/rfc2119.txt, IETF RFC

’

[RFC2246] T. Dierks, C. Alle
http://www.ietf.org/rfc/rfc2246.t

[RFC2616] R. Fielding et. al.,
http://www.ietf.org/rfs{rfc2616_t

[RFC3275] D.

Signature Synt
March 2

) o, (Extensible Markup Language) XML-
Oy/Iwww.ietf.org/rfc/rfc3275.txt, IETF RFC 3275,

F. Rescorla, The Transport Layer Security (TLS) Protocol
yww.ietf.org/rfc/rfc4346.txt, IETF RFC 4346, April 2006.

[RFC5246]1/Dierks, E. Rescorla, The Transport Layer Security (TLS) Protocol
Version 1.2, http://lwww.ietf.org/rfc/rfc5246.txt, IETF RFC 5246, April 2008.

[RFC6120] P. Saint-Andre, Extensible Messaging and Presence Protocol (XMPP):
Core Version 1.0, http://www.ietf.org/rfc/rfc6120.txt, IETF RFC 6120, March 2011.

[RFC6121] P. Saint-Andre, Extensible Messaging and Presence Protocol (XMPP):
Instant Messaging and Presence, http://www.ietf.org/rfc/rfc6121.txt, IETF RFC 6121,
March 2011.

[RFC6122] P. Saint-Andre, Extensible Messaging and Presence Protocol (XMPP):
Address Format, http://www.ietf.org/rfc/rfc6122.txt, IETF RFC 6122, March 2011.

[SOA-RM] SOA-RM OASIS Standard, OASIS Reference Model for Service Oriented
Architecture 1.0, http://docs.oasis-open.org/soa-rm/v1.0/soa-rm.html, October 2006.
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- [XEP-0030] Joe Hildebrand et. al., XEP-0030: Service Discovery,
http://xmpp.org/extensions/xep-0030.html, June 2006.
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3 Non-Normative References
- OpenADR 2.0a Profile Specification
- UCA OpenSG OpenADR security profile
- IRC and NAESB requirements/use-cases
- NIST Special Publication 800-131A

- NAESB REQ.21 Energy Services Provider Interface (ESPI), Versi October

&
N



IEC/PAS 62746-10-1 Ed.1.0 - Preview only Copy via ILNAS e-Shop

-14 - PAS 62746-10-1 © IEC:2014(E)

4 Terms and Definitions

The OpenADR Alliance: The OpenADR Alliance is comprised of industry stakeholders that
are interested in fostering the deployment of low-cost price- and reliability-based demand
response communication protocol by facilitating and accelerating the development and
adoption of OpenADR standards and compliance with those standards. These include de
facto standards based on specifications published by LBNL in April 2009, as well as Smart
Grid-related standards emerging from OASIS, UCAlug, NAESB, and IRC.

OpenADR 2.0 Profile Specification: The OpenADR 2.0a and 2.0b Profile Specifications
provide specific implementation related information in order to build an OpenADR enabled
device or system. Developers shall use the Profile Specification in conjunction with the
schemas, sample payloads, PICS and test plans.

sograms that require a (much) faster
 programs have minutes, if not hours
8s of seconds (e.g., 4 second response
time) used for load i o stabilization (e.g., ancillary services and
regulation services)

PUSH/PULL op@ eQADR 2Q_can be used in either PULL mode (VEN pulling

OpenADR 2.0 (a/b) refers to an HTTP implementation that
uses HTYP PQS 3 to propagate OpenADR payloads.

The upper-case keywords “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”,
“SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “NOT RECOMMENDED”, “MAY”, and
“OPTIONAL” in this document are to be interpreted as described in [RFC2119].
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