IEC/ISO 31010

Edition 1.0 2009-11

INTERNATIONAL
STANDARD
NORME
INTERNATIONALE

(o
40

Risk management — Risk assessmenttechniqu

doys-a SYN'TI e1a 4doD) A[uo mataaid - 01 "PH 0T0TE OSI/DAL

600¢:0L0L€ OS//OdI



IEC/ISO 31010 Ed. 1.0 - Preview only Copy via ILNAS e-Shop

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2009 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by
any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from either IEC or
IEC's member National Committee in the country of the requester.

If you have any questions about IEC copyright or have an enquiry about obtaining additional rights to this publication,
please contact the address below or your local IEC member National Committee for further information.

Droits de reproduction réservés. Sauf indication contraire, aucune partie de cette publication ne peut étre reproduite
ni utilisée sous quelque forme que ce soit et par aucun procédé, électronique ou mécanique, y compris la photocopie
et les microfilms, sans I'accord écrit de la CEl ou du Comité national de la CEIl du pays du demandeur.

Si vous avez des questions sur le copyright de la CEl ou si vous désirez obtenir des droits supplémentaires sur cette
publication, utilisez les coordonnées ci-aprés ou contactez le Comité national de la CEI de votre pays de résidence.

IEC Central Office
3, rue de Varembé
CH-1211 Geneva 20
Switzerland

Email: inmail@iec.ch
Web: www.iec.ch (\
N\

About the IEC

The International Electrotechnical Commission (IEC) is the leading globa
International Standards for all electrical, electronic and related tech

About IEC publications

The technical content of IEC publications is kept under consfg g Vi . Please make sure that you have the
latest edition, a corrigenda or an amendment mi

" Catalogue of IEC publications: www.iec.ch/searshpub
The IEC on-line Catalogue enables you to search by \a variety ® i c€ number, text, technical committee,...).
It also gives information on projects, withdrawn andTeplaced pub 3

" |EC Just Published: www.iec.ch/online _news/justpub,

Stay up to date on all new IEC publications. Just Rublished details\twice
on-line and also by email.

" Electropedia: www.electropedia.

epares and publishes

in English and French, with equi i iti | languages. Also known as the International Electrotechnical

Vocabulary online.

® Customer Service w w.iec.ch/web sts

If you wish to give us yo k onMhis p blicgtion or need further assistance, please visit the Customer Service
Centre FAQ or contact

Email: csc@iec.ch

Tel.: +41 22 919 02 11

Fax: +41 22 919 3

A prop

La Commissi ue Anternationale (CEI) est la premiére organisation mondiale qui élabore et publie des

A propos des pubti
Le contenu technique des publications de la CEl est constamment revu. Veuillez vous assurer que vous possédez
I’édition la plus récente, un corrigendum ou amendement peut avoir été publié.

= Catalogue des publications de la CEl: www.iec.ch/searchpub/cur_fut-f.htm

Le Catalogue en-ligne de la CEIl vous permet d’effectuer des recherches en utilisant différents critéeres (numéro de référence,
texte, comité d’études,...). Il donne aussi des informations sur les projets et les publications retirées ou remplacées.

® Just Published CEI: www.iec.ch/online _news/justpub

Restez informé sur les nouvelles publications de la CEIl. Just Published détaille deux fois par mois les nouvelles
publications parues. Disponible en-ligne et aussi par email.

" Electropedia: www.electropedia.org

Le premier dictionnaire en ligne au monde de termes électroniques et électriques. Il contient plus de 20 000 termes et
définitions en anglais et en frangais, ainsi que les termes équivalents dans les langues additionnelles. Egalement appelé
Vocabulaire Electrotechnique International en ligne.

= Service Clients: www.iec.ch/webstore/custserv/custserv_entry-f.htm

Si vous désirez nous donner des commentaires sur cette publication ou si vous avez des questions, visitez le FAQ du
Service clients ou contactez-nous:

Email: csc@iec.ch

Tél.: +41 22 919 02 11

Fax: +41 22 919 03 00



mailto:inmail@iec.ch
http://www.iec.ch/
http://www.iec.ch/searchpub
http://www.iec.ch/online_news/justpub
http://www.electropedia.org/
http://www.iec.ch/webstore/custserv
mailto:csc@iec.ch
http://www.iec.ch/searchpub/cur_fut-f.htm
http://www.iec.ch/online_news/justpub
http://www.electropedia.org/
http://www.iec.ch/webstore/custserv/custserv_entry-f.htm
mailto:csc@iec.ch

IEC/ISO 31010 Ed. 1.0 - Preview only Copy via ILNAS e-Shop

IEC/ISO 31010

Edition 1.0 2009-11

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

&

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

COMMISSION
ELECTROTECHNIQUE

INTERNATIONALE PRICE CODE XD
CODE PRIX

ICS 03.100.01 ISBN 978-2-88910-788-9



IEC/ISO 31010 Ed. 1.0 - Preview only Copy via ILNAS e-Shop

-2- 31010 © IEC:2009

CONTENTS
FOREWORD ...ccuiii ittt ettt et e e et e e e e e et et e e e e e e e e e e e e e e e e e et eerenns 4
INTRODUGCTION ...ttt e ettt et et e e e e e et e e e e e et e e e et e ea e ennns 6
LS T o7 o o 1= TP 7
2 NOMMAtIVE FEIEIENCES .. .ot e 7
3 Terms and definitioNs . ... e 7
4 Risk aSSESSMENT CONCEPIS L.iviiiiiii i e 7
4.1 Purpose and benefits ......ccciiuiiiiii e 7
4.2 Risk assessment and the risk management framework
4.3 Risk assessment and the risk management process............../\ e atenne e Nereeneenaens
4.3.1  GeNEeral .coocuiiiiiiiiiiiii e O e e e N e
4.3.2 Communication and consultation
4.3.3 Establishing the context........ooooii G NN N NG e eeeeeneenas
4.3.4 Risk assessment ..o NG N R e N e
4.3.5 Risktreatment. ...l

4.3.6 Monitoring and review
5 Risk assessment process

5.1 Overview......occocooiiiiiiicncn G e
5.2 Risk identification...............N¢...
5.3 Risk analysis.......c.ccccooeviinnn,
5.3.1 General................. e
5.3.2 Controls A
5.3.3
5.3.4

5.3.5
5.3.6

5.4

5.5

5.6

5.7

6 Sel

6.1

6.2
6.2.1 Availability of RESOUICES ......ccviiiii e 18
6.2.2 The Nature and Degree of Uncertainty............coooooiiiiiii e, 18
B.2.3  COMIPIEXITY touiiiiii e e 19
6.3 Application of risk assessment during life cycle phases............cc.ooiiiin, 19
6.4 Types of risk assessment teChNIQUES ........ooeeiiiiiiii e 19
Annex A (informative) Comparison of risk assessment techniques ..................coooinn. 21
Annex B (informative) Risk assessment techniques ............ocoviiiiiii e, 27
L1 o 10T =Y o1 2 1728 90
Figure 1 — Contribution of risk assessment to the risk management process...........c...c......... 11
Figure B.1 — DOSE-TESPONSE CUIMVE ..uiiiit ittt e et ettt e et e et e e et e e e e et e e et e e et e e et e eneanenaanas 37
Figure B.2 — Example of an FTA from IEC 60-300-3-9........ccooiiiiiiiiii e, 49

Figure B.3 — Example of an Eventtree. ... 52



IEC/ISO 31010 Ed. 1.0 - Preview only Copy via ILNAS e-Shop

31010 © IEC:2009 -3-

Figure B.4 — Example of Cause-consequence analysis ...........oviiiiiiiiiiii e 55
Figure B.5 — Example of Ishikawa or Fishbone diagram ...............ccoooiiiiiiiiiiin e, 57
Figure B.6 — Example of tree formulation of cause-and-effect analysis...............c.ccoeeiiinnnn. 58
Figure B.7 — Example of Human reliability assessment ..., 64
Figure B.8 — Example Bow tie diagram for unwanted consequences ...........ccocceveviieiiiinnnennnns 66
Figure B.9 — Example of System Markov diagram ..............coooiiiiiiiiii i, 70
Figure B.10 — Example of State transition diagram................cooiiiiiiiii e, 71
Figure B.11 — Sample Bayes’ Net... ..o e 77

Figure B.12 — The ALARP CONCEPTL.....couiiiiii i
Figure B.13 — Part example of a consequence criteria table......................

Figure B.14 — Part example of a risk ranking matrix........................... ‘
Figure B.15 — Part example of a probability criteria matrix ..............

Table A.1 — Applicability of tools used for risk assessment
Table A.2 — Attributes of a selection of risk assessment toq|
Table B.1 — Example of possible HAZOP guidewords/.... ..o oo rmree)eneeenaeaeaeaenaenaens 34
Table B.2 — Markov matrix

Table B.9 — Pos@ probabilityor nedes
Table B.10 — Pos il



IEC/ISO 31010 Ed. 1.0 - Preview only Copy via ILNAS e-Shop

—4— 31010 © IEC:2009

INTERNATIONAL ELECTROTECHNICAL COMMISSION

RISK MANAGEMENT -
RISK ASSESSMENT TECHNIQUES

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and_electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technisal Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereaffer referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC i ittee interested
in the subject dealt with may participate in this preparatory work. Intern
governmental organizations liaising with the IEC also participate in this prepa
with the International Organization for Standardization (ISO) in accordafs
agreement between the two organizations.

transparently to the maximum extent possib
between any IEC Publication and the correspondi

tighal Committees for any personal injury, property damage or
other direct or indirect, or for costs (including legal fees) and
¥ of, or reliance upon, this IEC Publication or any other IEC

7) No liability shall aftach te
members of its aI
other damage of ‘ary 1a
expenses arising o

Publications.

8) Attention is dr. tj efences cited in this publication. Use of the referenced publications is
indispensab é forghe\correct qp ation of this publication.

Dependability togethep with the ISO TMB “Risk management” working group.

The text of this standard is based on the following documents:

FDIS Rapport de vote
56/1329/FDIS 56/1346/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table. In ISO, the standard has been approved by 17 member
bodies out of 18 having cast a vote.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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The committee has decided that the contents of this publication will remain unchanged until
the maintenance result date indicated on the IEC web site under "http://webstore.iec.ch” in
the data related to the specific publication. At this date, the publication will be

e reconfirmed;

e withdrawn;

e replaced by a revised edition;

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates that it
contains colours which are considered to be useful for the corre

<p/\\Qu dw'ng of its

contents. Users should therefore print this document using a colour gr

%
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INTRODUCTION

Organizations of all types and sizes face a range of risks that may affect the achievement of
their objectives.

These objectives may relate to a range of the organization's activities, from strategic
initiatives to its operations, processes and projects, and be reflected in terms of societal,
environmental, technological, safety and security outcomes, commercial, financial and
economic measures, as well as social, cultural, political and reputation impacts.

All activities of an organization involve risks that should be managed. The risk management
process aids decision making by taking account of uncertainty and the possibility of future
events or circumstances (intended or unintended) and their effects on agreed objectives.

e communicating and consulting throughout this process;

e establishing the context for identifying, analysing, evalu
any activity, process, function or product;

e monitoring and reviewing risks;

reporting and recording the results appropriate

good practices in selection and utilization of risk assessment
refer to new or evolving concepts which have not reached a
sional consensus.

satisfactory~levehof profe

This standard is geréral in nature, so that it may give guidance across many industries and
types of system. There may be more specific standards in existence within these industries
that establish preferred methodologies and levels of assessment for particular applications. If
these standards are in harmony with this standard, the specific standards will generally be
sufficient.
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RISK MANAGEMENT -
RISK ASSESSMENT TECHNIQUES

1 Scope

This International Standard is a supporting standard for ISO 31000 and provides guidance on
selection and application of systematic techniques for risk assessment.

s. to other risk

Risk assessment carried out in accordance with this standard contrj
management activities.

references to safety are pugely ofkan informative
standards is laid down in ISONEC Guide 51

The following referens are indispensable for the application of this document.
For dated referenses)\o c cited applies. For undated references, the latest edition
of the referen Ment uding any amendments) applies.

ISO 31000, Risk~aanggement — Principles and guidelines

3 Terms and definitions

For the purposes of this document, the terms and definitions of ISO/IEC Guide 73 apply.

4 Risk assessment concepts

4.1 Purpose and benefits

The purpose of risk assessment is to provide evidence-based information and analysis to
make informed decisions on how to treat particular risks and how to select between options.

Some of the principal benefits of performing risk assessment include:

e understanding the risk and its potential impact upon objectives;
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