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INTERNATIONAL ELECTROTECHNICAL COMMISSION

COMMUNICATION NETWORKS AND
SYSTEMS FOR POWER UTILITY AUTOMATION -

Part 90-4: Network engineering guidelines

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for s
all national electrotechnical committees (IEC National Committees). The obj is to promote

international co-operation on all questions concerning standardization in the ele
this end and in addition to other activities, IEC publishes International Stangd i € ifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides e d “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any g qittee interested
in the subject dealt with may participate in this preparatory work. i 3
governmental organizations liaising with the IEC also participate in fkj . |E aborates closely
with the International Organization for Standardization (ISO) in &dccorda al
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical mattg S possible, an international

consensus of opinion on the relevant subjects since eac
interested IEC National Committees.

3) IEC Publications have the form of recom

4)

5) Independent certification bodies provide conformity

marks of conformity. IEC is not responsible for any

6)

7) employees, servants or agents including individual experts and
C National Committees for any personal injury, property damage or
whether direct or indirect, or for costs (including legal fees) and

the publication, use of, or reliance upon, this IEC Publication or any other IEC

8) ormative references cited in this publication. Use of the referenced publications is

9) to the pobssibility that some of the elements of this IEC Publication may be the subject of

patent rights. IE€ shall yot be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. However, a
technical committee may propose the publication of a technical report when it has collected
data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

IEC 61850-90-4, which is a technical report, has been prepared by IEC technical committee
57: Power systems management and associated information exchange.

The text of this technical report is based on the following documents:

Enquiry draft Report on voting
57/1238/DTR 57/1330/RVC

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 61850 series, published under the general titte Communication
networks and systems for power utility automation, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

» replaced by a revised edition, or
*+ amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside’' logo on the cover
that it contains colours which are considered t
understanding of its contents. Users should ther i his)document using a

colour printer.
— \Gf

&
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INTRODUCTION

The growing success of the IEC 61850 series calls for guidelines for engineering Ethernet
networks. The IEC 61850 series specifies the basic requirements for the networks but not how
to achieve them. Instead, the IEC 61850 series of standards focuses on data modelling and
the interchange of that data, leaving out physical interconnection details that are nevertheless
needed for full interoperability.

This Technical Report provides definitions, guidelines and specifications for the network
engineering of IEC 61850-based substation automation.

based security.
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WG 10 (Power system IED communication and associ deIs and IEC TC 57
WG 15 (Data and communications security), on y al communication
networks - Installatlon of commun/cation netwo s in

the IEEE Power System Relaying Co
companies.

9,



	CONTENTS
	FOREWORD
	INTRODUCTION

