IEC 62541-3 Ed.3.0 - Preview only Copy via ILNAS e-Shop

IEC 62541-3:2020-07(en-fr)

IEC 62541-3

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

Edition 3.0 2020-07

colour
inside

OPC unified architecture —
Part 3: Address Space Model

Architecture unifiée OPC —
Partie 3: Modéle d'espace d'adressage




IEC 62541-3 Ed.3.0 - Preview only Copy via ILNAS e-Shop

IEC Central Office
3, rue de Varembé
CH-1211 Geneva 20
Switzerland

www.iec.ch

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2020 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or
your local IEC member National Committee for further information.

Droits de reproduction réservés. Sauf indication contraire, aucune partie de cette publication ne peut étre reproduite
ni utilisée sous quelque forme que ce soit et par aucun procédé, électronique ou mécanique, y compris la photocopie
et les microfilms, sans I'accord écrit de I''lEC ou du Comité national de I''EC du pays du demandeur. Si vous avez des
questions sur le copyright de I'lEC ou si vous désirez obtenir des droits supplémentaires sur cette publication, utilisez
les coordonnées ci-aprés ou contactez le Comité national de I'lEC de votre pays de résidence.

Tel.: +41 22 919 02 11
info@iec.ch

About the IEC

The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes
International Standards for all electrical, electronic and related technologies.

About IEC publications

The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you have the
latest edition, a corrigendum or an amendment might have been published.

IEC publications search - webstore.iec.ch/advsearchform
The advanced search enables to find IEC publications by a
variety of criteria (reference number, text, technical
committee,...). It also gives information on projects, replaced
and withdrawn publications.

IEC Just Published - webstore.iec.ch/justpublished

Stay up to date on all new IEC publications. Just Published
details all new publications released. Available online and
once a month by email.

IEC Customer Service Centre - webstore.iec.ch/csc

If you wish to give us your feedback on this publication or
need further assistance, please contact the Customer Service
Centre: sales@iec.ch.

Electropedia - www.electropedia.org

The world's leading online dictionary on electrotechnology,
containing more than 22 000 terminological entries in English
and French, with equivalent terms in 16 additional languages.
Also known as the International Electrotechnical Vocabulary
(IEV) online.

IEC Glossary - std.iec.ch/glossary

67 000 electrotechnical terminology entries in English and
French extracted from the Terms and Definitions clause of
IEC publications issued since 2002. Some entries have been
collected from earlier publications of IEC TC 37, 77, 86 and
CISPR.

A propos de I'lEC

La Commission Electrotechnique Internationale (IEC) est la premiére organisation mondiale qui élabore et publie des
Normes internationales pour tout ce qui a trait a I'électricité, a I'électronique et aux technologies apparentées.

A propos des publications IEC

Le contenu technique des publications IEC est constamment revu. Veuillez vous assurer que vous possédez I'édition la
plus récente, un corrigendum ou amendement peut avoir été publié.

Recherche de publications IEC -
webstore.iec.ch/advsearchform

La recherche avancée permet de trouver des publications IEC
en utilisant différents criteres (numéro de référence, texte,
comité d’études,...). Elle donne aussi des informations sur les
projets et les publications remplacées ou retirées.

IEC Just Published - webstore.iec.ch/justpublished
Restez informé sur les nouvelles publications IEC. Just
Published détaille les nouvelles publications parues.
Disponible en ligne et une fois par mois par email.

Service Clients - webstore.iec.ch/csc

Si vous désirez nous donner des commentaires sur cette
publication ou si vous avez des questions contactez-nous:
sales@iec.ch.

Electropedia - www.electropedia.org

Le premier dictionnaire d'électrotechnologie en ligne au
monde, avec plus de 22 000 articles terminologiques en
anglais et en francais, ainsi que les termes équivalents dans
16 langues additionnelles. Egalement appelé Vocabulaire
Electrotechnique International (IEV) en ligne.

Glossaire IEC - std.iec.ch/glossary

67 000 entrées terminologiques électrotechniques, en anglais
et en frangais, extraites des articles Termes et Définitions des
publications IEC parues depuis 2002. Plus certaines entrées
antérieures extraites des publications des CE 37, 77, 86 et
CISPR de I'lEC.


mailto:info@iec.ch
https://www.iec.ch/
https://webstore.iec.ch/advsearchform
https://webstore.iec.ch/justpublished
https://webstore.iec.ch/csc
mailto:sales@iec.ch
http://www.electropedia.org/
http://std.iec.ch/glossary
https://webstore.iec.ch/advsearchform
https://webstore.iec.ch/justpublished
https://webstore.iec.ch/csc
mailto:sales@iec.ch
http://www.electropedia.org/
http://std.iec.ch/glossary

IEC 62541-3 Ed.3.0 - Preview only Copy via ILNAS e-Shop

IEC 62541-3

Edition 3.0 2020-07

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

colour
inside

OPC unified architecture —
Part 3: Address Space Model

Architecture unifiée OPC —
Partie 3: Modéle d'espace d'adressage

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

COMMISSION
ELECTROTECHNIQUE
INTERNATIONALE

ICS 25.040.40; 35.100.05 ISBN 978-2-8322-8580-0

Warning! Make sure that you obtained this publication from an authorized distributor.
Attention! Veuillez vous assurer que vous avez obtenu cette publication via un distributeur agréé.

® Registered trademark of the International Electrotechnical Commission
Marque déposée de la Commission Electrotechnique Internationale



IEC 62541-3 Ed.3.0 - Preview only Copy via ILNAS e-Shop

-2- IEC 62541-3:2020 © |IEC 2020

CONTENTS

FOREWORD ...ttt et ettt e et et e ettt e et e e et e e et e e et e e et e e et e et e et e et e e eans 10
1 ST e o] o 1Y PP PPPR 12
2 NOIMALtIVE FEFEIENCES ...ttt e e e ees 12
3  Terms, definitions, abbreviated terms and conventions ..............coocciiiiiiiiin i, 13
3.1 Terms and definitioNs. ... ..o 13
3.2 AbDbreviated termMS ... .. 14
3.3 L0701 01V2=T 01 4o ] o K- PPN 14
3.3.1 Conventions for AddressSpace figures ........ccooeiiiiiiiiiiiii e 14
3.3.2 Conventions for defining NodeClasses...........cooviiiiiiiiiiii e 15

4 AdAreSSSPACE CONCEPLS ouitiiiitieiie et e e e e e e e e e e e 16
4.1 OV BV W . e e e e 16
4.2 L0 o) 1= o3 1Y/ o To 1Y ISP 16
4.3 NOAE MOEI . cee e e 16
4.3.1 GBNEIAl e 16
4.3.2 NOAE I AS SES .uuinit ittt 17
4.3.3 A UL S s 17
4.3.4 Y (=1 =Y ToT= T PP 17

4.4 N AMIADIES .o 18
4.41 (T 1= - | PPN 18
4.4.2 L 0] o= 4= S 18
443 DataVariables ... 18

4.5 TypeDefinitioNNOAES ... ... 19
451 GBNEIAl e 19
452 Complex TypeDefinitionNodes and their InstanceDeclarations....................... 20
4.5.3 SUD Y P NG et e 21
454 Instantiation of complex TypeDefinitionNodes...............ooiiiii 21

4.6 EVENT MOEL. ... e 22
4.6.1 GBNEIAl e 22
4.6.2 Y=Y o) 17 0 1= S 22
4.6.3 Event Categorization ... ... 23

4.7 M BTN OAS e e e 23
4.8 R OIS e 24
4.8.1 (0 1Y 2=Y QY T= 1 PP 24
4.8.2 Well-KNOWN ROIES ... 24
4.8.3 Evaluating Permissions with RoIES ..o, 25

5 Standard NOAECIaSSES . .uuiiuiiiieiiie e 27
5.1 OV BV W . e e e e 27
5.2 BasSe NOAECIASS ..ottt 28
5.2.1 GBNEIAl e 28
5.2.2 [N Yo =Y o PP 28
5.2.3 [N o Yo =Y @ =T PP 28
5.2.4 BroWSENAME ..o 28
5.2.5 DISPIaYNAIME .o 29
5.2.6 DS i P O e 29
5.2.7 WIFEEIMASK ..o e 29

52.8 LYY A A LY = 1] O 29



IEC 62541-3 Ed.3.0 - Preview only Copy via ILNAS e-Shop

IEC 62541-3:2020 © |IEC 2020 -3-

5.2.9 ROIEPEIMISSIONS .. et 30
5.2.10 USErROIEPEIMISSIONS ..ouiiieii e 31
5.2.11 ACCESSRESIICLIONS ..oeieii 31
5.3 ReferenceType NOAECIASS . .uuiviiiii i e 31
5.3.1 GBNEIAl e 31
5.3.2 AT DU S L e 32
5.3.3 R I BN CES ..o 34
5.4 VAN Lo Yo 1= O = T PP 34
5.5 L0 o) =Y o3 - J0 PN 36
5.5.1 ODbjJeCt NOAECIASS .. it 36
5.5.2 ObjectType NOAECIASS ..ucvuiiiiiii e 38
5.5.3 Standard ObjectType FOlderType ..o 40
5.5.4 Client-side creation of Objects of an ObjectType .......cocvviviiiiiiiiiiiiiiieeen 40
5.6 VarADIES . 40
5.6.1 GBNEIAl e 40
5.6.2 Variable NOAECIASS . .cuuiiiiiie e 41
5.6.3 o o 011 o =T 45
5.6.4 DataVariable. ... ... 45
5.6.5 VariableType NOAECIass ......oiuiiiiiiiiie e 46
5.6.6 Client-side creation of Variables of an VariableType ........c..ccoooiiiiin 49
5.7 =Y d T Yo I\ Ko o 1Y @ F= 1T P 49
5.8 DAt A T Y PO ittt 51
5.8.1 DataType MOEl ... e 51
5.8.2 Encoding rules for different kinds of DataTypes .........coooiiiiiiiiiiiiie, 52
5.8.3 DataType NOAECIASS ...euiiiiiiiie et 53
5.8.4 DataTypeEncoding and encoding information ..............ccooiiiiiiiiiinie, 56
5.9 Summary of Attributes of the NodeClasses ..., 56
6 Type Model for ObjectTypes and VariableTypes .......cooviiiiiiiiiiiii e, 57
6.1 L@ Y=Y Y= PP 57
6.2 7Y 1o 40 o = 57
6.2.1 InstanceDeclaration . ........c.oooiiii i 57
6.2.2 Instances without ModellingRUIES .......c.oviniiii e 58
6.2.3 InstanceDeclarationHierarchy ... 58
6.2.4 Similar Node of InstanceDeclaration ...........coooiiiiiiiiiiii e 58
6.2.5 BroWSEPath ... 58
6.2.6 Attribute Handling of InstanceDeclarations ............coooiiiiiiiiiii, 58
6.2.7 Attribute Handling of Variable and VariableTypes ........c.coooviiiiiiiiiiieieen, 58
6.2.8 Nodelds of InstanceDeclarations ...........c.cooiiiiiiii i 59
6.3 Subtyping of ObjectTypes and VariableTypes ........ccooviiiiiiiiiiii e, 59
6.3.1 OV BV W et 59
6.3.2 A UL S s 59
6.3.3 InstanceDeclarations ........o.ieii i 59
6.4 Instances of ObjectTypes and VariableTypes ... ..o 63
6.4.1 L 7= YT PR 63
6.4.2 Creating an INSTANCe ... 63
6.4.3 Constraints on an INStaNCEe ........iiiiiiiii 64
6.4.4 MOdElliNGRUIES ... e e 65
6.5 Changing type definitions that are already used..............ccoiiiiiiiii 72

7 Standard RefErENCETYPES ..eu it a s 73



IEC 62541-3 Ed.3.0 - Preview only Copy via ILNAS e-Shop

-4 - IEC 62541-3:2020 © |IEC 2020

7.1 LT a1 =Y PP 73
7.2 References ReferenCeType. ... 73
7.3 HierarchicalReferences ReferenceType ..., 74
7.4 NonHierarchicalReferences ReferenceType .....c.oevniiniiniiiiiiiiciee e 74
7.5 HasChild ReferenCeTyPe ... 74
7.6 Aggregates ReferenNCeT Y PE .. i i 74
7.7 HasComponent ReferenceType. ..o 74
7.8 HasProperty RefereNCETYPE ..uiun e 75
7.9 HasOrderedComponent ReferenceType.....c.ovviiniiiiiiiieee e 75
7.10  HasSubtype ReferenCeType. ... 75
7.11  Organizes ReferenNCe T Y P .. i 76
7.12 HasModellingRule ReferenCeType .. ..o 76
7.13 HasTypeDefinition ReferenCeTYPe ...cc.iiniiiiiiiii e 76
7.14  HasEncoding ReferenCeTY P . ...iunii e 76
715 GeneratesEVeNt ... 77
7.16  AlwaysGeneratesEVeNnt ... ... 77
T AT HASEVENTSOUICE ..ot 77
718 HaSN O O et 77

ST =TT b= o I I F= =T IR/ o= 1= 3O 79
8.1 LT a1 =Y PP 79
8.2 1N 0o 1= o [ PN 79

8.2.1 GBNEIAL L. s 79

8.2.2 NaMESPACEINAEX - oneeii e 79

8.2.3 (o L=T o 41T ol IV o= SRR 80

8.2.4 Identifier ValUE ... ..o 80
8.3 QUAlITIEANAME L. e 81
8.4 LOCAIEIA ... e 81
8.5 [0 Tot=] =Y o [ I S 82
8.6 N e 810 =Y o 1 82
8.7 BasSe D ata Y P it 83
8.8 T Yo ] =T Y o 83
8.9 By it 83
810 By e S NG e 83
S T I B B T (= I 0T PP TTPPRR 83
T D I T YU o = PP 83
S 0 I T I T U= 1 oY o P 84
814 ENUMEIAtioN Lo e 84
S 0 T (o T ) PP 84
S 0 G € U o PP 84
T A 1 = 1 (PP 84
ST S N o N I8 oY= PP 84
< T 1 T 1o = Vo = 84
8.20  IMAGEBIMP ..o 84
8.2 IMAGE G . o e 84
8.22  IMAGEUP G .. e 84
8.23 IMAgEP N G L. e 84
S 02 S 1 o1 (= 1= 85
S N 1o | 0t 1 PRSP 85

8.26  INTBZ .o 85



IEC 62541-3 Ed.3.0 - Preview only Copy via ILNAS e-Shop

IEC 62541-3:2020 © |IEC 2020 -5-

G A 14 | (G 7 PP 85
8.28  TIMEZONE D alaT Y PO ittt 85
8.29  NaMINGRUIETYPE ..ot 85
S T O Lo Yo 1= 0 = 1= PP 85
S T B N NN 1070 o oY P 86
ST A Y 1 1 o PR 86
8.3 S TUCTUIE .o e 86
S TR L U 1 | =Y o = 86
ST 15 T U 11 o | PP 86
8.368  UINEB . i e anas 86
8.7 UINEB A ..o e e e aaas 86
TG TS I U ) (ol T o YRS 86
8.39  XIMIEIEMENt ... e 87
8.40  ENUMValUG T Y P i e et 87
8.4 OPHIONS L e e 87
842 UNMION et 88
843 DAt St iNG ..ot 88
8.44  DECIMaAlSIIING couiiiiii s 88
8.45  DUIAtiON S NG ot 88
8.46  NOIMAliZEASTIING ..uuiiiiiie e 89
I A T 4 =351 £ o Vo PPN 89
8.48 DataTypeDefinition ... ... 89
8.49  StructureDefinitioN .. ..o 89
8.50  EnuUM D efinition ... 90
8.51  SHrUCIUIEFIEId ..o e 90
8.52  ENUMFIEIA ..ot e 91
8.53  AUIOD AT Y PO oot 91
8.54  DBCIMAL ...t 91
8.0 P IS SION T Y P oottt 92
8.56  ACCESSRESIICHONS TY PO o ie i e 93
8. 07  ACCESSL Y T Y PO it 93
8.58  ACCESSLEVEIEX T Y PO it 94
8.59  EVENINO O TY PO oo 95
8.60  AttribUteWriteMasK. ... e 95
1S S ] #=Y o[ =1 e I VA=Y o) IV o 1= PP 96
9.1 LT =Y o =T ¥ S 96
9.2 BaS B E VN T Y PO i s 97
9.3 SY S MV N T Y PO o 97
9.4 ProgresSSEVEN Ty P .. i 97
9.5 AU EV BN T Y PO e 98
9.6 AUditSECUNItY EVENITY PO e e 99
9.7 AUdItCaNNEIEVEN T Y PO . e 99
9.8 AuditOpenSecureChannelEventType ..o 99
9.9 AUditSEeSSIONEVENTTYPE «.oeii e 99
9.10 AuditCreateSessioNEVENtTYPE ... 99
9.11  AuditUrIMismatChEVENtTYPE ..o 100
9.12 AuditActivateSesSioNEVENTTYPE ... 100
9.13  AuditCanCelEVeNntTYPe ... o 100
9.14  AuditCertificateEventType. ..o 100



IEC 62541-3 Ed.3.0 - Preview only Copy via ILNAS e-Shop

-6 - IEC 62541-3:2020 © |IEC 2020

9.15 AuditCertificateDataMismatchEventType........cccviiiiiiiiiiiii e, 100
9.16  AuditCertificateExpiredEventType ... ..o 100
9.17 AuditCertificatelnvalidEVentTYPE .. ..o 100
9.18 AuditCertificateUntrustedEventType......cccoiiiiiii i 100
9.19 AuditCertificateRevokedEventType . ... 100
9.20 AuditCertificateMismatchEventType ........ccoiiiiiii e, 101
9.21 AuditNodeManagementEVentTyPe .. ..o 101
9.22  AUuditAddANOdESEVENITYPE ooieii e 101
9.23  AuditDeleteNOdesSEVENt TYPE. .o e 101
9.24 AuditAddReferenCcesEVentTYPe ... 101
9.25 AuditDeleteReferenCesEVENtTYPE ...uin i 101
9.26 AuditUpdateEVventType .o e 101
9.27  AuditWriteUpdateEventType ... 101
9.28 AuditHistoryUpdateEventTyPe ..o 101
9.29 AuditUpdateMethodEVentType .. ..o 101
9.30 DeviceFaillureEVentTYPe ..o 101
9.31 SystemStatusChangeEVventType . ..o 102
9.32 ModelChangeEVENES ... 102
9.32.1 LY o =T = | 102
9.32.2 NOdEVErsion Property. ... 102
9.32.3 YA P 102
9.32.4 EVent COMPresSSION ... 102
9.32.5 BaseModelChangeEventType ..o 102
9.32.6 GeneralModelChangeEventType. . ..o 103
9.32.7 Guidelines for ModelChangeEvents .........ccooeiiiiiiii i, 103
9.33  SemanticChangeEVeNtTYPE ....cu i e 103
9.33.1 LY o= = | 103
9.33.2 ViewVersion and NodeVersion Properties.........cocoiviiiiiiiiiiiiciceeeeeeeeee 103
9.33.3 VA= PP 103
9.33.4 AV Z=Y o) aleTo] 4] o] f=Y-7=] 0] o 104
Annex A (informative) How to use the Address Space Model ... 105
A.1 L@ Y=Y Y =SSP 105
A.2 Type defiNitioNS ..o 105
A.3 L0 o] [=Yo3 IV o =T S PP 105
A.4 = T E= 1 o (=3 1577 o 1= 1= 106
A4A1 LY o =T = | 106
A.4.2 Properties or DataVariables ..o 106
A4.3 Many Variables and/or structured DataTypes........ccooeiiiiiiiiiiiiiiie 106
A.5 B S ettt e et e an s 107
A.6 =Y 1 o o 1= 107
A7 Defining ReferenCeTypes . ... i i 107
A.8 Defining ModelliNgRUIES ......ovniii e 107
Annex B (informative) OPC UA Meta Model in UML ... 108
B.1 BaCKgrOUNG. ..o 108
B.2 [N [0 €= 14 o T o [N 108
B.3 Meta MOAEI ... . 110
B.3.1 B A e 110
B.3.2 N (= Y ot IV o 1= TP 110

B.3.3 Predefined ReferenCeTypes. . ..o 111



IEC 62541-3 Ed.3.0 - Preview only Copy via ILNAS e-Shop

IEC 62541-3:2020 © |IEC 2020 -7-

B.3.4 AT UL S 111
B.3.5 Object and ObjJeCtTYPE ..iuiiii e 112
B.3.6 EVentNOtIfier. ... 113
B.3.7 Variable and VariableType ... 113
B.3.8 1Y TN 4 o o [P 114
B.3.9 I F= = T Yo 1 115
L G T I VA TP 116
Annex C (normative) Graphical Notation.............oooiiiii i 117
C.1 LT =Y o =T ¥ 117
C.2 1N [0 - 1o o I PP 117
C.21 L R Y V= 117
C.2.2 SIimple NOtatioON ... . 117
C.2.3 Extended notation ... ..o 119
BB O G AP Y e 122
Figure 1 — AddressSpace Node diagrams ... ..c.iiniiiiiiiiiie e e 14
Figure 2 — OPC UA ObjJeCt MOAEL ... ..o 16
Figure 3 — AddressSpace Node Model ..........ooiiiiiiiii e 17
Figure 4 — Reference MOl ... ..o e 18
Figure 5 — Example of a Variable defined by a VariableType.......cc.coooiiiiiiiiiii e, 20
Figure 6 — Example of a Complex TypeDefinition ..o, 20
Figure 7 — Object and its Components defined by an ObjectType.......c..ccooiiiiiiiiiiiin, 21
Figure 8 — Permissions in the Address SPace ........c.oviuiiiiiiiiiiiii e 31
Figure 9 — Symmetric and Non-Symmetric References..........ccccooviiiiiiiiiiiiicicice e, 33
Figure 10 — Variables, VariableTypes and their DataTypes .......cccoiiiiiiiiiii e 52
Figure 11 — DataType MOl ... oo e 52
Figure 12 — Example of DataType Modelling .........oouiiiiiiii e 56
Figure 13 — Subtyping TypeDefinitionNOdeS........ccoiiniiiiii e, 60
Figure 14 — The Fully-Inherited InstanceDeclarationHierarchy for BetaType ..............ccoceail. 62
Figure 15 — An Instance and its TypeDefinitionNode ... 63
Figure 16 — Example of several References between InstanceDeclarations .......................... 64
Figure 17 — Example of changing instances based on InstanceDeclarations ......................... 66
Figure 18 — Example of changing InstanceDeclarations based on an
INStanCeD ECIaratioN . ... e 67
Figure 19 — Use of the Standard ModellingRule Mandatory ............cooooiiiiiiiii 68
Figure 20 — Example using the Standard ModellingRules Optional and Mandatory................ 69
Figure 21 — Example of using EXPOSESITSAITAY ....couiiniiiiiiiii e 70
Figure 22 — Complex example of using EXpOSeSItSAITay ......ocouiiiiiiiiiiiiii e 70
Figure 23 — Example using OptionalPlaceholder with an Object and Variable........................ 70
Figure 24 — Example using OptionalPlaceholder with a Method................coooiiiii . 71
Figure 25 — Example of using MandatoryPlaceholder for Object and Variable ....................... 72
Figure 26 — Standard ReferenceType Hierarchy.........ccoooiiiii 73
Figure 27 — Event Reference EXample ... ..o 78
Figure 28 — Complex Event Reference EXample .......ccoviiiiiiiiiiii i, 79

Figure 29 — Standard EventType HierarChy .........cccoooiiiiiiii e, 97



IEC 62541-3 Ed.3.0 - Preview only Copy via ILNAS e-Shop

-8 - IEC 62541-3:2020 © |IEC 2020

Figure 30 — Audit Behaviour Of @ SerVer... ..o 98
Figure 31 — Audit Behaviour of an Aggregating Server.......coocooiiiiiiiii e 99
Figure B.1 — Background of OPC UA Meta Model .........couiiiiiiiiiiiii e 108
Figure B.2 — NOtation (1) ...ouiei e e e 109
Figure B.3 — NOtation (1) ..o e e e 109
QU Bl — BaS e it 110
Figure B.5 — Reference and ReferenceType. ... 110
Figure B.6 — Predefined ReferencCeTYPeS . ..c.uiuniiiiiiiii e 111
Figure B.7 — Al DULES .o e e 112
Figure B.8 — Object and ObjJeCtTYPE ... 113
Figure B.9 — EVeNtNOtier .. ..o 113
Figure B.10 — Variable and Variable Type ... 114
Figure B. 11 — Method ... e e e e 115
FIQUIE B2 — DataT Y P ettt e 115
FIQUIE B.13 — VW ottt 116
Figure C.1 — Example of a Reference connecting two Nodes ............ccooviiiiiiiiiiiinieeen 118
Figure C.2 — Example of using a TypeDefinition inside a Node ............ccoooiiiiiiiiiiiinen . 120
Figure C.3 — Example of exposing Attributes...........oooi i 120
Figure C.4 — Example of exposing Properties inline ... 121
Table 1 — NodeClass Table ConventionS...........iiiiiiiii e 15
Table 2 — Well-KnOWN ROIES...... e 25
Table 3 — EXample ROIES ... e 26
Table 4 — EXamMpPle NOGES ..o e e e e e e 26
Table 5 — Example Role assignment ... 27
Table 6 — Examples of evaluating aCCessS.... ..o 27
Table 7 — Base NOAECIaSS . e et 28
Table 8 — ROIEP EIMISSION T Y PO ot e e et e e e es 30
Table 9 — ReferenceType NOAECIASS ....uivuiiiii e 32
Table 10 — VIieW NOAECIASS ... et e e 35
Table 11 — ObJeCt NOAECIASS ...t e 37
Table 12 — ObjectType NOAECIaSS .. cuuiiiiiii e e 39
Table 13 — Variable NOAeCIass .. . ou i e 41
Table 14 — VariableType NOAECIASS .......iiuiiiiiiie e 47
Table 15 — Method NOAECIASS ....cuuiiiiiie et e s 50
Table 16 — DataType NOAECIASS .. ...iuiiiiii e e e e 54
Table 17 — Overview of Attributes ... e 57
Table 18 — The InstanceDeclarationHierarchy for BetaType ........ooiiiiiiiiiiii 60
Table 19 — The Fully-Inherited InstanceDeclarationHierarchy for BetaType.........cccccovevnnnnn. 61
Table 20 — Rule for ModellingRules Properties when Subtyping..........c.oooiiiiiiiiiiineen, 66
Table 21 — Properties of ModellingRUIES ... 67
Table 22 — Nodeld Definition. ... ..o e 79

Table 23 — IdentifierType ValUS........couiiiii e 80



IEC 62541-3 Ed.3.0 - Preview only Copy via ILNAS e-Shop

IEC 62541-3:2020 © |IEC 2020 -9-

Table 24 — Nodeld NUIL ValUES..... .. 81
Table 25 — QualifiedName Definition ... ... e 81
Table 26 — Localeld EXamPIes ... e 82
Table 27 — LocalizedText Definition ... 82
Table 28 — Argument Definition ... ... 83
Table 29 — TimeZoneDataType Definition ... 85
Table 30 — NamingRUIETYPE ValUES ...t 85
Table 31 — NOAECIASS ValUBS ...t 86
Table 32 — EnumValueType Definition ... 87
Table 33 — OptionSet Definition ... e 88
Table 34 — StructureDefinition Structure ... ... 90
Table 35 — EnumDefinition StruCture ... ... ..o 90
Table 36 — StructureField StrUCIUre ... ... e 91
Table 37 — EnumField StruCture ... . ..o e 91
Table 38 — PermissionType Definition ... 92
Table 39 — AccessRestrictionsType Definition............ooiii i 93
Table 40 — AccesslLevelType Definition.... ..o 94
Table 41 — AccessLevelEXType Definition ... ... 94
Table 42 — EventNotifierType Definition ... ..o 95
Table 43 — Bit mask for WriteMask and UserWriteMask ..........ccoooiiiiiiiiiiiii e 96
Table C.1 — Notation of Nodes depending on the NodeClass ...........ccccooevviiiiiiiiiiiiiieceen 118
Table C.2 — Simple Notation of Nodes depending on the NodeClass............cooeoviiiiiiniennnen. 119



IEC 62541-3 Ed.3.0 - Preview only Copy via ILNAS e-Shop

-10 - IEC 62541-3:2020 © |IEC 2020

INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -
Part 3: Address Space Model

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard |IEC 62541-3 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

This third edition cancels and replaces the second edition published in 2015.

This edition includes the following significant technical changes with respect to the previous
edition:

a) Added new improved approach for exposing structure definitions. An Attribute on the
DataType Node now simply contains a binary description.

b) Added new flags for Variables to indicate atomicity when reading or writing.

c¢) Added Roles and Permissions to allow configuration of a role-based authorization.

d) Added new data types: “Union”, “Decimal”’, “OptionSet”, “DateString”, “TimeString”,
“DurationString”, NormalizedString”, “DecimalString”, and “AudioDataType”.
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e) Added definition on how to use the ModellingRules OptionalPlaceHolder and
MandatoryPlaceHolder for Methods.

f) Added optional Properties “MaxCharacters” and “MaxByteStringLength” to Variable Nodes.

The text of this standard is based on the following documents:

FDIS Report on voting
65E/715/FDIS 65E/731/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

Throughout this document and the other parts of the IEC 62541 series, certain document
conventions are used:

Italics are used to denote a defined term or definition that appears in Clause 3 in one of the
parts of the series.

Italics are also used to denote the name of a service input or output parameter or the name of
a structure or element of a structure that are usually defined in tables.

The italicized terms and names are also, with a few exceptions, written in camel-case (the
practice of writing compound words or phrases in which the elements are joined without
spaces, with each element's initial letter capitalized within the compound). For example the
defined term is AddressSpace instead of Address Space. This makes it easier to understand
that there is a single definition for AddressSpace, not separate definitions for Address and
Space.

A list of all parts of the IEC 62541 series, published under the general title OPC Unified
Architecture, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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