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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC Unified Architecture —

Part 4: Services

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC \ to promote
international co-operation on all questions concerning standardization in the elegtn nic fi
this end and in addition to other activities, IEC publishes International Standards\Techxi Spesifications,

Technical Reports, Publicly Available Specifications (PAS) and Guides 8 “IEC
Publication(s)”). Their preparation is entrusted to technical committees; apy T’C Natio A interested
in the subject dealt with may participate in this preparatory work e ) p

governmental organizations liaising with the IEC also part|C|pate in iOn dborates closely

with the International Organization for Standardization (ISO) in @ccordange With conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical mattgrs express
consensus of opinion on the relevant subjects since eac
interested IEC National Committees.

3) IEC Publlcatlons have the form of recom enatlo 3

4) In order to promote international uniformily, IE ioN ittees undertake to apply IEC Publications

transparently to the maximup S| \eir nati and regional publications. Any divergence
between any IEC Publicatiop’an regional publication shall be clearly indicated in
the latter

5) IEC itself does not proyide an i stmity/ Independent certification bodies provide conformity
assessment services arjd, i S are, ascess\to IEC marks of conformity. IEC is not responsible for any

services carried
6) All users should engudr 3 he latest edition of this publication.

7) No liability shall ata g, employees, servants or agents including individual experts and

R S C National Committees for any personal injury, property damage or
other damage of \any \naty r, whether d|rect or indirect, or for costs (mcludmg legal fees) and

8) Attentigh i 8 t grmative references cited in this publication. Use of the referenced publications is

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IECsshall pot be held responsible for identifying any or all such patent rights.

International Standard |IEC 62541-4 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of |EC technical committee 65: Industrial-process
measurement, control and automation.

This second edition cancels and replaces the first edition published in 2011. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) Update for 6.4 Redundancy.
Added non-transparent redundancy option HotAndMirrored and reworked most of the
redundancy description.

b) Clarifications for Publish and Reconnect scenarios.
Reworked different parts of the specificaiton to make sure no data is lost during short
communication interruptions and clients can always detect for how long they lost
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information during connection interuption. Added new clause 6.5 Re-establishing
connections that describes the exact reconnect sequence for clients loosing connection to
a server. Changed the minimum requirement for the retransmission queue of sent
NotificationMessages from one keep-alive interval to minimum two times the minimum
number of Publish requests per Session. Added clarification in which data value the
overflow bit is set depending on the discard oldest setting. Changed discard handling for
discardOldest is FALSE. The new value is replacing the last value put into the queue for
FALSE. Added exception that the overflow bit is not set if the queue size one.

¢) Handling of Monitoredltem changes in short network interruption scenarios.
Added new method GetMonitoreditems in Part 5. This method can be used to get the list
of monitored items in a subscription if CreateMonitoredltems failed due to a network
interruption and the client does not know if the creation succeeded in the server.

d) Update for 6.1.3 Determining if a Certificate is Trusted
Revised rules for certificate validation.

e) Revised definition of parameters semaphoreFile and isOnline in#& grver

f) Services ModifySubscription and ModifyMonitoredltems
Clarified that changes are applied directly and will take effe
later than twice the new time interval.

bical but not

g) There is a long list of minor changes to eliminate a

The text of this standard is based on the following docu ts:
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Full information on the voting for the appr iS\stahdard can be found in the report on

This publication has b ir( as ith the ISO/IEC Directives, Part 2.

A list of all pa £ iesy published under the general titte OPC Unified

Architecture, can b€

The committee ha Nthe/contents of this publication will remain unchanged until
the stability date_indi the IEC web site under "http://webstore.iec.ch” in the data
related to the\specifiqpubli . At this date, the publication will be

e withdrawn,
* replaced by a re
« amended.

iSed edition, or

IMPORTANT - The “colour inside” logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this publication using a colour printer.
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