IEC 61588:2021-06(en) IEEE Std 1588-2019

IEC 61588 Ed.3.0 - Preview only Copy via ILNAS e-Shop

< IEEE IEC 61588

Edition 3.0 2021-06

INTERNATIONAL |EEE Std 1588™
STANDARD

Precision Clock Synchronization Protocol for Networked Measurement and
Control Systems




IEC 61588 Ed.3.0 - Preview only Copy via ILNAS e-Shop

Copyright © 2019 IEEE

IEC Central Office
3, rue de Varembé
CH-1211 Geneva 20

THIS PUBLICATION IS COPYRIGHT PROTECTED

All rights reserved. IEEE is a registered trademark in the U.S. Patent & Trademark Office, owned by the Institute of
Electrical and Electronics Engineers, Inc. Unless otherwise specified, no part of this publication may be reproduced
or utilized in any form or by any means, electronic or mechanical, including photocopying and microfilm, without
permission in writing from the IEC Central Office. Any questions about IEEE copyright should be addressed to the
IEEE. Enquiries about obtaining additional rights to this publication and other information requests should be
addressed to the IEC or your local IEC member National Committee.

Institute of Electrical and Electronics Engineers, Inc.
3 Park Avenue
New York, NY 10016-5997

Switzerland United States of America
Tel.: +41 22 919 02 11 stds.info@ieee.org
info@iec.ch www.ieee.org
www.iec.ch

About the IEC

The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes
International Standards for all electrical, electronic and related technologies.

About IEC publications

The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you have the
latest edition, a corrigendum or an amendment might have been published.

IEC publications search - webstore.iec.ch/advsearchform
The advanced search enables to find IEC publications by a
variety of criteria (reference number, text, technical
committee, ...). It also gives information on projects, replaced
and withdrawn publications.

IEC Just Published - webstore.iec.ch/justpublished

Stay up to date on all new IEC publications. Just Published
details all new publications released. Available online and
once a month by email.

IEC Customer Service Centre - webstore.iec.ch/csc

If you wish to give us your feedback on this publication or
need further assistance, please contact the Customer Service
Centre: sales@iec.ch.

IEC online collection - oc.iec.ch

Discover our powerful search engine and read freely all the
publications previews. With a subscription you will always
have access to up to date content tailored to your needs.

Electropedia - www.electropedia.org

The world's leading online dictionary on electrotechnology,
containing more than 22 000 terminological entries in English
and French, with equivalent terms in 18 additional languages.
Also known as the International Electrotechnical Vocabulary
(IEV) online.


mailto:stds.info@ieee.org
mailto:info@iec.ch
http://www.ieee.org/
https://www.iec.ch/
https://webstore.iec.ch/advsearchform
https://webstore.iec.ch/justpublished
https://webstore.iec.ch/csc
mailto:sales@iec.ch
https://oc.iec.ch/
http://www.electropedia.org/

IEC 61588 Ed.3.0 - Preview only Copy via ILNAS e-Shop

< IEEE IEC 61588

Edition 3.0 2021-06

INTERNATIONAL [EEE Std 1588™
STANDARD

Precision Clock Synchronization Protocol for Networked Measurement and
Control Systems

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

ICS 25.040.40; 35.110; 35.240.50 ISBN 978-2-8322-9811-4

Warning! Make sure that you obtained this publication from an authorized distributor.

® Registered trademark of the International Electrotechnical Commission



IEC 61588 Ed.3.0 - Preview only Copy via ILNAS e-Shop

IEC 61588:2021

IEEE Std 1588™-2019 —i-
Contents
J BN 10 1O PP P PP UPUPUPPPPPRIRE 14
2. NOTMALIVE TEIETEIICES ....eveeuviireeiiiieeeiiieeeeitieeeettteeestteeeasaeeeesnsteeeanseeeaasssaeesansseeeensseesanssaeesnnsseeennnsees 15
3. Definitions, acronyms, and abbreVIations.............eeeeeviieeriiieeeriiieeeieeeeeieeeeeiateeeseteeeseneeeesnnaeesenneens 16
3.1 DEEINILIONS ..eeeeiiiieeeiiiie et ee et ee e et e e et e e e ettt ee et eeeenseeeeennseeesansseaesnsseeeennsseeeannsaeesansseeenansseeens 16
3.2 Acronyms and abDIEVIAtIONS.........cccuuiieeriiieeiriiieeeieeeeeiteeeeeiaeeesesseeeeesnaeeesnseeesannseeesansseeesansseeens 24
10711 7/<7 113 o) 1 OSSR 26
4.1 Descriptive lexical fOrm SYNEAX.........ccuiieiiiiieieiiiieeeiie ettt ee et e e et te e e eeeeneeeeennaeeeennnees 26
A o) (a T SRR 27
4.3 Behavioral SpecifiCation NOtAtION ............cccuvieeeriirieeeeiiieeerieeeeesteeeeeteeeesnreeesanreeesnnneeeesnseeeeenses 28
5. Data types and on-the-Wire fOIMALS ..........c..eeeiiiiiieiriiiieeeiieeerieee et ee e et e e e eerteeesneeeesnseeeesnseeesenneees 30
ST GEINETAL ...ttt ettt et eb e e bt et e et 30
5.2 Primitive data type SPeCITICATIONS . .......eeeririeeeriiieeeiieeeeiteeeeitee e et ee e et ee e et e e eenseeesennnaeesnnreeeas 30
5.3 Derived data type SPeCIfiCatiONS. ........uveeeieieeieiiieeeiieeeeieee e iee e et te e e eteeeeaeeesenseeesennseeesnnsseeens 31
5.4 ON-the-Wire FOTMALS ......ccuiiieiiiiieeeiiee et eee et e et ee e et e e e et e e e s seee e e sneeeeensaeeeannsaeesansseeesnnsseeens 35
6. Clock synchronization MOAEL ...........c.eeiieriiiiieiiiiie ettt ee e et ee e et e e et e e s e nteeeesnsaaeeennneeeennseas 36
6.1 General requirements on iMpPlEeMENtAIONS............ceevirerriiireeeiiieeeriieeeeieeeeeaeeeesnreeessnreeeesnseeeens 36
6.2 Principal assumptions about the network and implementation recommendations..........c...ccecueen.ee. 39
0.3 PTP NEIWOTIKS ....eeeeiiiiie ettt e ettt e et e e ettt e e ettt eeetteee e nsseee e nnaeeeennsaeeeannsaeesansseeenansseeens 39
6.4 PTP MESSAZE CLASSES. . .eeeuviiieeiiiieeeiiiee e et ee e et te e et ee e et eeeetaeeeeassseeeesnnseeeensseesansaeesansseeesansseeens 40
0.5 PTP dEVICE LY PCS .eeeuvriieeiiiieeeeiiteeettee e et e e e ettt e e et ee e et eeeenteeeeansseee s nnseeeensseeeannsaaesansseeenansseeens 41
6.6 SYNCNTONIZALION OVEIVIEW. ....ccuviieeeiiieeeeiteeeeeitieeesitteeessetteeeessseeesansseeeasnnseeeesnsseeeannseeesansseeesansseeens 53
6.7 PTP COMMUNICATIONS OVEIVIEW ...eeeuvvieeeeiiiieeeriiiteesireeeesssseeesasseeesassseesasssseesssssseesannseeesssseeesnnsseeens 65
7. Characterization Of PTP €Ntities .......c..evieeiiiiiiiiiie et eeiee et ee et e e erte e et e e e s eeeennaeeeennnees 69
7.1 DIOMAINS. ....eteeeiiiieeeitiee ettt e et te e et eeeeetteeeessatee s ssseeeassseeaenssaeeeanssaeeeanssaesennsseeeannsseeeanssneesansseeens 69
7.2 Timescales USEd N PTP .......oooiiiiiiiie ettt e et e e et e e et e e e nnreeesnneeeeas 72
7.3 PTP COMMUNICATIONS .....uevviieeiiiieeeiiieeeeiteeeeettteeeieteeeeaseeeeenseeesassseeessnnseesensseesansaeesansseeesansseeens 74
7.4 PTP commuNication MEAIA .........ceeeiviieeeiiiiieeeiiieeeeiiieeeieeeeesiteeeseseeeessneeeeennaeeesnsaeessnssaeesnnsseeens 81
TS PTP POIES ...ttt et et et ettt ettt st e et e ent e et e e ettt eate et et 84
7.6 PTP Instance CharaCteriZAtiON ............eeeeeueieeeeiiieeeiieeeeiieeeeeiteeeeenteeeennaeeesnaaeesannseeesnnnseeesansseeens &9
7.7 PTP timing CharacteriZatiOn............ccueieeeiuiieeeiiieeeeitieeeeieieeeiteeeesneeessnaeeessnnseeesnnneeeesssaeesennnes 103
8. PTP data SELS......eieeeiiieeeiiiieeeeitee ettt e ettt e et ee e ettt e e entbeeeeennteeeensseeeennsaeeeennsaeeeanssaeeeannseeeeansreeeannes 105
8.1 General specifications for data Set MEMDETS .........c..eivereiiiieeeiiiee et eeee e 105
8.2 Data sets fOr PTP INSTANCES.......ceeeiiiieeiiiiieeeiiieeeiite e eeee et e e et e e ettt e e st e e e enreeesennnaeesnnneeens 113
8.3 Data sets for Transparent CIOCKS. ........cccuireiriiiieeiiiiie et e et e e ree e e naeeeennaeeeas 141
8.4 commonMeanLinkDelayService data SES..........cocouireeriiieeeriiieeeeiiie e et e et eeeeeeeeeeree e aaee s 144
9. PTP for Ordinary Clocks and Boundary ClOCKS ............ccccuiririiiieeriiiie ettt 144
9.1 General protocol requirements for PTP Ordinary Clocks and Boundary Clocks ............cccce......... 144
LB Lo (01T ) PSSP 145
9.3 Best master clock algorithims .........cc.eiiiieiiiiiieiiie e et e 154
9.4 Grandmaster PTP Instance timePropertiesDS updates ...........cccvveeeciieeiniiieeeiiee e 164
9.5 PTP message ProCesSiNg SCMANTICS .....eeeevvrreerurieeernreeeesnreeessseeeeasseeesssseeesssseesssssseessssseeessnssees 166
9.6 Changes in the PTP INStANCE.........ccccuiiiieiiiieeeiiee ettt et e e e e e et eeeeesaeeeennnees 182
10. PTP for Transparent CLOCKS. .........ccccuiieiriiiieieiiieeeieie ettt e etteeeettee e et eeesnsaeeessnnaeeesnsaeesensaeeennns 182
10.1 Requirements for both end-to-end and peer-to-peer Transparent Clocks............ccevcvveeercvireennnen. 182
10.2 End-to-end Transparent CloCK reqUITCMENLS. .........c.ueveeeiurieeeriiireeieieeereeeesieeeesnneeeeseneeesenneees 182
10.3 Peer-to-peer Transparent CLOCK reqUIremMENtS...........evveeeivireeriiiieeeiiie e eeeeeeeieee e e e 191
11. Clock offset, path delay, residence time, and asymmetry COrreCtions.............ccvveeerruveeeerueeeesnnreeennnns 195

Published by IEC under licence from IEEE. © 2019 IEEE. All rights reserved.



IEC 61588 Ed.3.0 - Preview only Copy via ILNAS e-Shop

IEC 61588:2021

—ii - IEEE Std 1588™-2019
11.1 General SPECITICALIONS. ... ..uveeierrieeeiiiieeeiieeeeeiieeeesteeeeeerteeeseneeeesseseeeeennseeessssseeesnnsseeeensseeesannses 195
11.2 Computation of <offsetFromMaster> in Ordinary Clocks and Boundary Clocks ........................ 196
11.3 Delay request-response mechanism for Ordinary Clocks and Boundary Clocks...........ccccceeeuee. 197
11.4 Peer-to-peer delay MeChaniSm ...........ooeeuiiiiiriiiiie et ee et e e eeee e e e e e e e e enneees 199
11.5 MDMI interface and SPecial POITS .........c..eeviriuiiiiiiiiieeeiiie et e e 204
12. Synchronization and syntonization 0f ClOCKS...........ccuuiiiriiiiririiie e e 214
12.1 ClOCK QQJUSHMENLS ......eeeeiiiiieeiiiieeeiiiieeeieee e et e e et ee e et eeesnaeeeesetseeeensaeesenssaeeeansseeesnseeeennsns 214
12.2 SYNEOMIZATION ....vveeeeiiiieeeiiieeeeitteeeiteeeeitteeeenaeeesenseeeesnseaeesnnseeeannssaeeaansseeessssaeesansseeesnnsseeennnsees 214
12.3 SYNCRIONMIZATION. .......viieeiiiieeeeiiie e et ee et e et e et ee e et ee e e bt e e e aaaeeeensaeeeesssaeeeansseeesnsseeennses 215
13. PTP MESSAZE fOIMNALS ....eeeviieeeiiiieeeiiiieeeieie e et te e ettt e e eitteesssnteeesnsaeeesnnsaeesanssaeesansseeesnsaeesansaeennnns 216
I3.1 GONCTAL ...ttt ettt sttt et e a e et et e b e e b e e et et b s 216
13.2 General PTP message format reqUIirements............ccueeeeeeuvieeeniiieeeieieeereeeeseneeesseneeeesnneeesenneens 216
13,3 HEAGRT . ....eeeteeiite ettt ettt sttt ettt e b e e a e ettt e b e e b e st e et e e b s 216
1314 SUTTIX 1ttt ettt ettt ettt e b e e b e sttt e b e e bt e et e e et e e b s 222
13.5 ANNOUNCE TNIESSAZE «.eeeveeeiiiiiteeeeeeeiiiiitteeeeeeeeiittteeeeeeesaiabttteeeesssaaabtttteeeessaananttbteeeesssannnntaaeeeesannn 222
13.6 Sync and Delay Req MESSAZES ....ccuvvvieeriiiieieiiieeeiieeeeieeeeeitte e et teeeteeeeeereeessnneeeeennaeeeennnees 224
13.7 FOIIOW _UD IMESSAZE ...eeeuvvvreeiiiieeeiitieeeitieeeeiteeesaiseeeesnsteesssnseeessnsseeessssaeesssssaeesansseeessssseessnnsees 224
13.8 DElay RESP IMESSALZE ..eeeeuvvireeiiiieeeiiiieeeitteeeeiiteeeeteeeeeiseeeessseeesansseeeansaeesenssaeesansseeesnnsseeennnsees 225
13.9 Pdelay ReQ MESSAZE ...eecuvvieeeiiiieeeiiiieeeiieeeeeiitee et te e et eeesntteessnneeeeensaeeeesssaeesansseeesnsseeennnses 225
13.10 Pdelay RSP MESSAZE .. .uvveeeeueiireeiiiieeeiiiieeeitie e et te e et ee e et e e eseteaeesnsaeeessnsaeesensseeeenseeeeennses 226
13.11 Pdelay Resp FOLIOW _UP MESSAZE ....cecuvvireerriieeeiiiieeeiiieeeeiteeeeiteeeeeireeeeennsaeesnnnseeesnnneeesennsens 226
13,12 SiGNALING MNESSALE -.vveeeuvrrreeurrieeeireeeeeitteeeaeaeeessseeeessnseeeaasseeesansseeeasssseesssssaeesasseeessssseesnnnsnes 227
13.13 PTP Management MESSAZE ......cevvuuvrrrereeeeeriiiiiiiteeeeeeriiiitteeeeesesaitttteeeessesannsttteeeessssasnnseeaeeesssnns 228
14. TLV entity SPECITICAtIONS ....eeruviiiuiiiiiiiiiiienitee ettt ettt ettt et e st eabe e et e e b e esateesateeeanee s 228
14.1 GENEral TEQUITEIMENES. ... .vvieeiiiieeeiitieeeitieeeeiteeeseseeeesnseeeesnseeeesnsseeesansseessssaeesansseeessnsseeennnsees 228
14.2 Propagation of TLVs through Boundary CIOCKS ..........ccccuviiiriiiiieiiiie e 230
14.3 Vendor and standard organization extension TLVS........ccccccoeciiiiiiiiieieiiiee e 231
14.4 PAD TLV (OPtIONAL)....cciiiiieeeiiieeeiiieeeiiee et et te e et ee e st e e e s taeeeensaeeeensaeesennseeeennsseeesnnses 233
15. PTP management messages (OPHONAL) ........eiiiriiieeriiiieeeitieeeiieeeesieee e et e e eeneeeessneeeesneaeessnneaeeenns 234
I5.1 GONCTAL ...ttt ettt ettt et et et ettt e b e et e et e et eaae s 234
15.2 PTP management MECRANISIN ........c..eireririieieiiieeeieieeeieeeeeiteeeeteeeesntaeesssnsaeeesnnseeeennneeennnnees 234
15.3 Processing of PTP management MESSAZES .......uvveeeurereeririeeeeireeeeireeeeeereeessnseeessnsseessssseeessnnsees 234
15.4 PTP management mesSSage fOTMAL..........c..eeeiriuiiieiiiiieeeiieeeeiiee e et eeeeeeeeeeeeee e e eeeenneeeeenneees 235
15.5 Manag@ement TLVS ....cooouuuiiiiiiiiiiiiee ettt e e e e ettt e e e e s e bttaaeeeeeeas 238
16. General OptioNal fEATUIES. .......ccuviieeiiiieeeiiee et ie et ee e ettt e et e e et ee e et e e e snsaaeessnnaeeeensaeeeensaeenanns 272
16.1 Unicast message negotiation (OPtONAL) .........ccuiieeiiiieeriiiie e et eeee et e e e e 272
16.2 Path trace (OPtONAL)........c.uvieieiiieeeiiieeeiiee et e e et ee e et ee e et e e eseteeeesnsaeeessnsaeesansseeesnnseeeesnnses 280
16.3 Alternate timescale offsets (Optional) ...........occiiiiiiiiirieiiiie e 282
16.4 Holdover upgrade (Optional) ..........cc.eeeeeiiiiieiiiiiee e eeieeeeette e eieee e eteee s eaeesenr e e ennaeeeennnees 289
16.5 Isolation of PTP Instances running under profiles specified by different standards organizations
07 5) 5 (o) 2 ) SRR 290
16.6 Common Mean Link Delay Service (Optional)............coecvireeriiieeeniiieeeiiee e eeee e e 291
16.7 Configurable correction of timestamps (Optional)..........ccceeeecuiieeriiiieeeiiiee e 298
16.8 Calculation of the <delayAsymmetry> for certain media (optional) ............cccvveerriireercnireeenen. 299
16.9 Mixed multicast/unicast operation (OPtional)..........c..eeeeevirerriiiireriiiie e ereeeeerreeeeeeeee e 301
16.10 Cumulative frequency transfer method for synchronizing clocks (optional)...........c..cccuverennneen. 304
16.11 Slave Event Monitoring (Optional) ............ceecuuirririiieeriiieeeeiieeeeieee e e e eeee e e eeesneeeeeeneeees 308
16.12 Enhanced synchronization accuracy metrics (Optional) ............eeeeviieeeiiieeeriiieeeiiee e 317
16.13 Message Length Extension (Optional)...........cc.eeeeruiieeriiieeeniiieeeeiiieeeieee e e esneeeeeeeeeeeeeees 323
16.14 PTP integrated security mechanism (Optional)............cccceeeeriiiieeriiiieeeiiiee e 324
17. State cONfIGUIAtION OPLIONS ....ceuviieeeiiireeeiiteeeettieeetteeeeieeeessnteeessssaeeesnseeesanssaeesansseessnnsseessnnseeesnnns 338
I7.1 GOINCTAL ...ttt ettt et et e ea e ettt et e ebae e et e et e b s 338
17.2 Grandmaster clusters (OPtiONAL)...........ceecuiieiriiiee e eiee e et ee e e e ree e e eeeeneaeeeenneees 338

Published by IEC under licence from IEEE. © 2019 IEEE. All rights reserved.



IEC 61588 Ed.3.0 - Preview only Copy via ILNAS e-Shop

IEC 61588:2021

IEEE Std 1588™-2019 — il —
17.3 Alternate master (OPtiONAL)..........ceeruiiieriiiie et ee e et ee et e e e eteeeeneeeeennaeeeenneeas 340
17.4 Unicast diSCOVErY (OPtIONAL) ......eeeeriiiieeeiiiieeeiiiee et ee ettt e et e et ee e et ee e naaeeeenneaeesnnaeeeenneees 343
17.5 Acceptable master table (OPHIONAL) ........ccuviiiirciiieeiiiie et ee e e eee e e e e e eeeenneees 345
17.6 Mechanism for external configuration of a PTP Instance’s PTP Port state (optional).................. 347
17.7 Reduced state sets and use of the <foreignMasterList> feature (optional).............ccevverevverennnneen. 353
18. Interactions between PTP Instances in different PTP domains............c..cocvveeiiiiieeiiiiieeciieeeiee e 354
18.1 General SPECITICALIONS. ... ..vvieeiiiieeeiiiieeeitieeeeiteee et eeeeteeeesnaeeeeseaeeeeensaeesenssaeeeansseeesnnsseeesnses 354
18.2 Interfaces enabling interdomain iNteraCtions...........cueeeeeeirireeriiieeeiieeeereeeeeeeeeesneeeeeeaeeeeeneeees 355
19. Compeatibility of this edition with earlier and future editions ..........c.ccceeveeerieinieiriciiiiiicerieceee 355
LO.T GONCIAL ...ttt ettt ettt ettt et et e s e st e bb e e sbt e e et e et eeaae s 355
19.2 Compatibility between version 2 and fUtUIe VEIrSIONS...........cccvvveeerriieeriiireeriiieeeieeeeeeneeeeeeneens 356
19.3 Compatibility with [EEE Std 1588-2002 .........eeouieiiieiieiieiieieeieei ettt 356
19.4 Compatibility between the PTP Instance conformant to this edition and the implementations
conformant to IEEE Std 1588-2008 .......cc.cooiiiiiiiiiiiiiiiiiniteetee ettt 356
20. CONTOTINIANCE .....veeiuiiieiiieniiee ettt ettt ettt e eat e ettt st et e bt esbteesabeeeabaeebaeenbbeesateeetaeennneen 361
20.1 CONfOrmMAanCe ODJECTIVE ......vveeeuiriieeriiieeesiiiteeeitieeeeteteeesiteeeessseeessnseeeaansreeeansaeesasseeesanseeesennnees 361
20.2 PTP conformance reqUITCIMENLS. ..........eeeeurrrerrerirernrrreeesiseeesanseeesssreeesansreesasseeesasseessssseeessnnsees 361
20.3 PTP PIOTILES .uteeniteiieeetee ettt ettt et ettt ettt et e st e st e e en 362
Annex A (informative) Using the Precision Time Protocol (PTP).........coocueiriiiiiiiiniiiniiiiiciiceiceee, 365
AT OVETVIBW....ceiniitiiiee ittt ettt ettt ettt ettt ettt sttt et e bt e e et et et et e bt e e bt e e sateeeabeeebaeenbteenaneenatee 365
A2 PRYSICAL JAYOUL .....eeiiiiiiiieiiiie et ee ettt e ettt e e et e e ettt e e et eeeeneaaeeeenssaeesnsseeeensaeeeannsneennnns 366
A3 L0ZICAL LAYOUL......etiieeiiiiie et ee ettt e et e e ettt e e et e e et eeeesnaeeeennsaeeeennsaeeeanssaeeensaeeeansaeeaann 366
A4 COMPONEIIE ISSUCS ....eenevvieeiiiiieeeiieeeeeitteesattteeeseteeeesssteesassseeessssseeessssseesasseeessnsseesssssseesssnseeesnnns 367
A.5 Local implementation 1SSUES ..........eeeeurieeerieiieeeiiieeeeitieeestteeeesineeeesnseeesasseeessssseessssseeessssseessnnns 368
A.6 System IMPleMENtatioN ISSUCS.........eereurererreiieeeiitreeeireeeeetreeeeseneeeessneeesasseeesssseessssseeesassseessnnns 370
A.7 Guidelines to achieve optimal performance ..............ccoueeeeriuiieeriiiie e eeeee e eeee e e eeeee e 371
A.8 Recommendations to aid in conformance teSting .............cccveeeeriireeriiireeniiieeeieeeeeeeeeeeeeee e 371
A.9 Recommendation for implementations in unicast networks or networks with non-PTP bridges and routers
........................................................................................................................................................ 372
Annex B (informative) Timescales and epochs in PTP..........ccccciviiiiiiiiiiiiiiee e 375
B.1 General ConSIAETAtIONS ........ccouiiiitiiiriiieniiie ettt ettt et ettt sat e st e st e e bt e e sateesbeeenee s 375
B.2 UTC, TAI and the PTP epoch and timescale updates .............ccvereeriieeeriiieeeeiiie e 375
B.3 Standard HIME SOUTCES .....c...eeruiiiiuiiiniiteniiee ettt ettt ettt et ettt et e sateesteeebteenbaeesateesaeeeenneeen 378
B.4 Meaning and uses of the attributes of the timePropertiesDS data set.........ccccccereeeriiiineenicenneen. 379
Annex C (normative) Transport of PTP over User Datagram Protocol over Internet Protocol Version 4. 382
Gl GEINETAL ...ttt ettt ettt ettt e b e et e bt e et e bt e bt e st e et e e b s 382
C.2 UDP POIt NUIMDETS ......viieeiiiiieeeiieeeeeitieeesiiteeeeitteesssteeessnseeeesnsseeesennseeesansseeeanssaeesassaeesansseessnnsees 382
C.3 TPv4 MUItICASt AAATESSES ....veevreeiiriiiiiieniiee ettt ettt ettt ettt s e e e e st e saeeeeaaee s 382
C.4 SAOIA FIEld VAIUES .....ceeeieiiiiiiiiiiie ettt ettt ettt et s e st e e en 383
C.5 OPtIONAl VAIUCS .....eeeiiiiieiiiiie ettt e et e e ettt e e ettt eesentee e e nsseeeensaeesannsaeesansseeeenses 384
C.O TPVA OPLIONS. ... .eviieeiiiieeeiiite e et ee e et te e ettt eeeettteeeenseeeessseeeaenssaeesansseeeaanssaeeansaeesanssaeesansseeennnsees 384
C.7 ProtoCOL @AAIESSES ....eevvveeruiieiiiiiiiitenitteritte ettt ettt et ettt et e sat e sttt et e st e st e e eaee s 384
Annex D (normative) Transport of PTP over User Datagram Protocol over Internet Protocol Version 6 385
DT GNETAL ...ttt et et et et ettt e b e ettt e e en 385
DIV U] D) ol oTe) i 1181 o <3 SRS 385
D.3 TPVO MUILICAST AAATESSES .....eeruveeiuiiieiiieniiie ittt ettt ettt ettt ettt e st esate e st e eaee s 386
D.4 OptioNal VALIUES. .....cccveieeiiiiieeeiiee et ee ettt e e et ee e ettt e e ettt eesenneeeesansseeeensaeesannsaeeeansaeeeennses 386
D.5 ProtOCOL @ddIESSES ....eeuvveeuieeiuiiiiiieeniteeriiee ettt ettt ettt ettt sttt ettt st e e en 386
Annex E (normative) Transport of PTP over IEEE 802.3 transports ..........ccocueeevueeenieenieenieennieeeneeennnes 387
BT GeNCTAL.....eiiiiiiiiii ettt ettt ettt ettt et et a e e es 387
L B3 1 1157 4 7oL RSP 387
E.3 Multicast media access control (MAC) addresSes........oeeeruvireercuiirerriiieeeiiieeeereeeeenreeeeeeeeeeeneees 387

Published by IEC under licence from IEEE. © 2019 IEEE. All rights reserved.



IEC 61588 Ed.3.0 - Preview only Copy via ILNAS e-Shop

IEC 61588:2021

—iv = IEEE Std 1588™-2019
E.4 majorSdold field ValUES..........cccuiiiiiiiiee ettt e e 388
E.5S OPtioNnal VAIUES .....ccecuiiieiiiiieeeiiee et ee ettt e et e e et e e ettt ee s et ee e s nsseeeensaeesannsaeeennsaeeeennnes 388
E.0 Protocol AddIESSES. .....cuueiruiiiiiiiiiitiiteeeite ettt ettt ettt ettt ettt e en 388
Annex F (normative) Transport of PTP over DevVIiCeNET ..........coviviiiiiiiiiieeeiiie e 389
FLT PIOTOCOL ...ttt et ettt bt et e s bt s e e b e et e st e e b e enae s 389
F.2 message timeStamp POINL.........ccuuiieiriiieeeiiiiieeeciie e et ee e et eeeetteessneeeessnneeeeannseeesannseeeesnseeeennses 389
R I ed (oTed 16 53 415U 389
F.4 PTP MESSAZE OIMALS ....eeiiviieeeiiiie ettt e eiee ettt e ittt e e et e e st ee e et eeeenntaeesenneeeeennnaeeeennsees 389
F.5 DeviceNet addressing fOr PTP........cccuviviiiiieie et e e e e e 390
Annex G (normative) Transport of PTP over ControlNET ..........ccccoiiiiiiiiieeiiiie e 391
LT PTOTOCOL. ...ttt ettt ettt et e s e e e e bt e et e st e e b e e e s 391
(€ 3o Lo o] 14153 1131 2SS 391
5.3 PTP mMeSSAZE FOIMALS. ....couuiiieeeiiiieeeiiieeeitee ettt e et te e ettt e e et e e e et eeesnneeeeensaeeeannsaeesanseeesennses 391
G.4 ControlNet addressing fOr PTP............ooviiiiiiiiiie et 391
Annex H (normative) Transport of PTP over IEC 61158 Type 10 ....ccccevieiriiiiiiiiiniiinieenieeeieeeeee 392
= B 2 7 Ted ¢4 101011 T RSP 392
H.2 MeSSagE SPECITICATION ....c..uviieeeiiiiieeeitieeeciiteee ittt e et ee e et ee e ettt ee s neeeesnsseeeennsaeesannseeasnnsneeeennses 393
H.3 DLPDU 0f the IEC 61158 TYPET0......iiitiiiieiieiieieete et 394
H.4 Encoding SPECIfICALIONS .......cceecuviieeriiieeeiiiieeecitie e et te e et eeeeittee et eeesnneaeesnnseeesannseeeennsneeeennsens 395
Annex I (normative) Default PTP Profiles..........oooviiiiiiiiiieeeiie e e 398
LT GRNCTAL ..ttt e et et ettt et et e st s b e en 398
1.2 GENeral TEQUITEIMIGNLS .......cuvvieeeiriieeeitieeeeiteeeeeitteeesnreeeseseeeasssseeesannseeesnnsseesanssaeesansseessnnseeesannsees 398
1.3 Delay Request-Response Default PTP Profile..........cccoviviiiieieiiiieeiie e 398
1.4 Peer-to-Peer Default PTP Profile........c.coouiiiiiiiiiiiiiiiiiicreececceseceec e 400
1.5 High-Accuracy Delay Request-Response Default PTP Profile..........cccccovveinciniiniiiiniciniccnneene 401
Annex J (normative) Performance monitoring options (0ptional) ...........cccceeeeeviveeriiieeiriiieeeiiee e 407
JoL GEIETAL. ..ttt ettt ettt ettt et eaae s 407
J.2 TIMEStampP MONITOTING .......uvvreeeirireeeitieeestteeeestteesssreeesseseeeessseeesannseeesansseesaassaeesansseeessssseessnnsees 407
J.3 Additional PATAMICIETS .....ccueviieeeiiiieeeieie e et ee ettt e et te e ettt e e ettt ee s naeeeenneeeeensaeesannseeeennsneeeennses 410
J.4 RECOTA AL EFPCS..eeeeurrieeeiiiieeeittee et te e ettt e e ettt e e e st eeessnseeeeesssaeesannseeesansseeeannsaeesanssaeesansseeeanses 412
J.5 Data sets for performance MONItOTING...........veeecvvieerreiieeeitieeeetteeeeieeeessareeeenaeeessnreeesnnsaeeeeneees 414
Annex K (informative) Suppression of rogue ANNOUNCE MESSAZES ......ceuvrreervrrreernrreeerrreeeerreeeennneeeens 419
| S 210 o) [ 72 g () 010 ) (o} USSP 420
K.2 Example—PTP Network with a single loop with an odd number of PTP Instances in the loop .... 422
K.3 Example—More complex single 100p PTP NetWork..........coovvcviieiiiiiiieiiie e 423
K.4 EXxample—Linear CRAIN .........ccccuiiiiriiieeeiiiie et e eee et e et ee e e e e e enteeesennreeeennaeeeennnees 423
Annex L (normative) Layer-1 based synchronization performance enhancement (optional).................... 425
| D B €3 13 v | O O OO TSP PO U PO P PO PP TPRRPPRRROPN 425
L2 BASIC LTINS «..eeeutieeiieeeitee ettt ettt ettt et ettt ettt e b e et e et e e e b e e bt e e st e et eenae s 426
L.3 Link Reference MOdeL.........cooouiiiiiiiiiiiiiiiiie ettt ettt 427
| DR B N 0 Lo oo ] 12 1ot £ 3 1 1 RSP 429
| DR B N Lo o £ TR RSP 431
L.6 L1Sync mesSage €XChaANGE ........vviieeriiieeeiiiieeeiiieeeeitteeeieee e et ee e nteeeenneeeeensaeesannseeesnnsneeeennees 434
L.7 L1Sync port operation SPECIfICALION. ........c.vvveeriuiieerriiieeeitieeeeiteeeeeieeeeeateeeenaeeesenneeeeennneeeeenneees 437
L.8 Optional parameters (option within thisS OPtion) ............ceccvirerrciireiiiiie e e 439
L.9 Link verification using Signaling messages (Informative) ........cc.ccceeveeenieeniieirieeinieenieenieenneenn 444
Annex M (informative) Sub-nanosecond synchronization using the High Accuracy Default PTP
PLOTIIE ettt ettt ettt et ettt e b e et ettt e et e n 445
ML T GENETAL. ...ttt ettt ettt ettt e bt et e e bt e e e bt e bt e st e et e e e s 445
M.2 Frequency I00PDACK ......ccuuiiieiiiiie ettt ettt e et e et e e et e e entaeeeennsaeeennsaeeeenneees 445
M.3 TiMEStAMPING PIECISION .....eveeeriireeiirieeeitteeeetteeesstreeesseseeeeasseeesssseeesansreeeasseeesasseessssseeennnsees 447
M.4 TIMEStAMPING ACCUTACY ... .eeeeeurrrreerirrreeeserrreeaerteeaaseeeesasseeeesassreesassseessssseesassseeessssseeessssseessnnsees 448

Published by IEC under licence from IEEE. © 2019 IEEE. All rights reserved.



IEC 61588 Ed.3.0 - Preview only Copy via ILNAS e-Shop

IEC 61588:2021

IEEE Std 1588™-2019 -V -
M.5 Medium and itS @SYMMELIY ........eeeirurieeeiiiiieeeiiieeerieeeeereeeeetaeeessnreeesnneeesannseeesannseesennseeesannses 449
M.6 TiMING ChArACLEIISTICS ...euuvrieeeiiiieeeiiiee et ee e ettt e et ee e ettt e e et e e ssnbeeeesnneeeeennsaeesanssaeeennsneeeennses 450
Annex N (informative) Calibration proCeAUIES ............cevvrieerriuiieeriiieeeriiieeeeteeeteeeesireeeesnaeeeesnneeeens 452
LT GEINETAL ..ttt ettt ettt et et e st e et e be e et e s et 452
N.2 Theoretical baCKGrOUNd............cocuiiiiiiiiiiiiie e ee e e e e e eaeeeeneaeeenes 455
N.3 Assumptions and FEQUITCINENLS. .........cuuereerieiieeeiiereeeiteeeestreeeesneeeeseseeeeasseeessssreeesssseeessssseeesnnns 457
N.4 CaliDration PrOCEAUIES ........uvvieeeiiiieeeitieeeettieeeetteeeeteeeesseeeesssnteeessseeeeasseeessssseeessssseesassseeennnns 459
Annex O (informative) Example inter-domain interactions ............ceevveerueeroieernieenieenieeniieeeieeeneeenanes 466
O.1 GEINETAL ...ttt ettt ettt et e b e et e s bt e e bt et e st e st eeaae s 466
0.2 Sourcing timing to MUltiple dOMAINS...........eerriiiieiiiiiee et eeeee e e eeee e 466
0.3 Providing timing to users (sinks) from multiple independent domains............cccceeevvveeercveeeennnnen. 467
0.4 Transferring time from PTP domain A to PTP domain B.............coooiiviiiiiiiiiieee e, 468
0.5 Example use for external configuration of port State .............cccvveeerieiieeriiiiee e 473
AnNnex P (INfOrmative) SECUITLY .......ccuuiieeriiiee ettt e et ee et te e et ee e et teeeeeteee e neeeeesseeeesssaeesannseeeesnseeeens 474
P.1 Overview, assumptions, and approach .............cceeeeriuiireriiiie et e ee e eeee e 474
P.2 Multipronged approach—detailed definition................eeeeviveiiiiiieiiiie e 474
Annex Q (informative) Bibliography........c..ceeeeiiiiiriiiie ettt e e e e e e naee s 495
Annex R (informative) IEEE List of partiCipants .............ccveeeecuiieeriiieeeniieeeiieeeeieeeeeieeeeesneeeeenaeeens 498

Published by IEC under licence from IEEE. © 2019 IEEE. All rights reserved.



IEC 61588 Ed.3.0 - Preview only Copy via ILNAS e-Shop

1)

2)

3)

4)

5)

6)
7)

IEC 61588:2021
- vi - IEEE Std 1588™-2019

PRECISION CLOCK SYNCHRONIZATION PROTOCOL
FOR NETWORKED MEASUREMENT AND CONTROL SYSTEMS

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC document(s)"). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation.

IEEE Standards documents are developed within IEEE Societies and Standards Coordinating Committees of the
IEEE Standards Association (IEEE SA) Standards Board. IEEE develops its standards through a consensus
development process, approved by the American National Standards Institute, which brings together volunteers
representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members
of IEEE and serve without compensation. While IEEE administers the process and establishes rules to promote
fairness in the consensus development process, |[EEE does not independently evaluate, test, or verify the
accuracy of any of the information contained in its standards. Use of IEEE Standards documents is wholly
voluntary. IEEE documents are made available for use subject to important notices and legal disclaimers (see
http://standards.ieee.org/ipr/disclaimers.html for more information).

IEC collaborates closely with IEEE in accordance with conditions determined by agreement between the two
organizations. This Dual Logo International Standard was jointly developed by the IEC and IEEE under the terms
of that agreement.

The formal decisions of IEC on technical matters express, as nearly as possible, an international consensus of
opinion on the relevant subjects since each technical committee has representation from all interested IEC
National Committees. The formal decisions of IEEE on technical matters, once consensus within IEEE Societies
and Standards Coordinating Committees has been reached, is determined by a balanced ballot of materially
interested parties who indicate interest in reviewing the proposed standard. Final approval of the IEEE standards
document is given by the IEEE Standards Association (IEEE SA) Standards Board.

IEC/IEEE Publications have the form of recommendations for international use and are accepted by IEC National
Committees/IEEE Societies in that sense. While all reasonable efforts are made to ensure that the technical
content of IEC/IEEE Publications is accurate, IEC or IEEE cannot be held responsible for the way in which they
are used or for any misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
(including IEC/IEEE Publications) transparently to the maximum extent possible in their national and regional
publications. Any divergence between any IEC/IEEE Publication and the corresponding national or regional
publication shall be clearly indicated in the latter.

IEC and IEEE do not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC and IEEE are not responsible
for any services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or IEEE or their directors, employees, servants or agents including individual
experts and members of technical committees and IEC National Committees, or volunteers of IEEE Societies and
the Standards Coordinating Committees of the IEEE Standards Association (IEEE SA) Standards Board, for any
personal injury, property damage or other damage of any nature whatsoever, whether direct or indirect, or for
costs (including legal fees) and expenses arising out of the publication, use of, or reliance upon, this IEC/IEEE
Publication or any other IEC or IEEE Publications.

Attention is drawn to the normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that implementation of this IEC/IEEE Publication may require use of material
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. IEC or IEEE shall not be held responsible for identifying
Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity or
scope of Patent Claims or determining whether any licensing terms or conditions provided in connection with
submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable or non-discriminatory.
Users of this standard are expressly advised that determination of the validity of any patent rights, and the risk
of infringement of such rights, is entirely their own responsibility.
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Abstract: In this standard, a protocol is defined that provides precise synchronization of clocks in
packet-based networked systems. Synchronization of clocks can be achieved in heterogeneous
systems that include clocks of different inherent precision, resolution, and stability. The protocol
supports synchronization accuracy and precision in the sub-microsecond range with minimal
network and local computing resources. Customization is supported by means of profiles. The
protocol includes default profiles that permit simple systems to be installed and operated without
the need for user management. Sub-nanosecond time transfer accuracy can be achieved in a
properly designed network.

Keywords: Boundary Clock, clock, Grandmaster Clock, IEEE 1588™, management, Ordinary
Clock, security, synchronization, Transparent Clock
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