IEC 80001-1:2010

IEC 80001-1 Ed. 1.0 - Preview only Copy via ILNAS e-Shop

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

IEC 80001-1

Edition 1.0 2010-10




IEC 80001-1 Ed. 1.0 - Preview only Copy via ILNAS e-Shop

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2010 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by
any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from either IEC or
IEC's member National Committee in the country of the requester.

If you have any questions about IEC copyright or have an enquiry about obtaining additional rights to this publication,
please contact the address below or your local IEC member National Committee for further information.

Droits de reproduction réservés. Sauf indication contraire, aucune partie de cette publication ne peut étre reproduite
ni utilisée sous quelque forme que ce soit et par aucun procédé, électronique ou mécanique, y compris la photocopie
et les microfilms, sans I'accord écrit de la CEl ou du Comité national de la CEIl du pays du demandeur.

Si vous avez des questions sur le copyright de la CEl ou si vous désirez obtenir des droits supplémentaires sur cette
publication, utilisez les coordonnées ci-aprés ou contactez le Comité national de la CEI de votre pays de résidence.

IEC Central Office
3, rue de Varembé
CH-1211 Geneva 20
Switzerland

Email: inmail@iec.ch
Web: www.iec.ch (\
N\

About the IEC

The International Electrotechnical Commission (IEC) is the leading globa
International Standards for all electrical, electronic and related tech

About IEC publications

The technical content of IEC publications is kept under consfg g Vi . Please make sure that you have the
latest edition, a corrigenda or an amendment mi

" Catalogue of IEC publications: www.iec.ch/searshpub
The IEC on-line Catalogue enables you to search by \a variety ® i c€ number, text, technical committee,...).
It also gives information on projects, withdrawn andTeplaced pub 3

" |EC Just Published: www.iec.ch/online _news/justpub,

Stay up to date on all new IEC publications. Just Rublished details\twice
on-line and also by email.

" Electropedia: www.electropedia.

epares and publishes

in English and French, with equi i iti | languages. Also known as the International Electrotechnical

Vocabulary online.

® Customer Service w w.iec.ch/web sts

If you wish to give us yo k onMhis p blicgtion or need further assistance, please visit the Customer Service
Centre FAQ or contact

Email: csc@iec.ch

Tel.: +41 22 919 02 11

Fax: +41 22 919 3

A prop

La Commissi ue Anternationale (CEI) est la premiére organisation mondiale qui élabore et publie des

A propos des pubti
Le contenu technique des publications de la CEl est constamment revu. Veuillez vous assurer que vous possédez
I’édition la plus récente, un corrigendum ou amendement peut avoir été publié.

= Catalogue des publications de la CEl: www.iec.ch/searchpub/cur_fut-f.htm
Le Catalogue en-ligne de la CEIl vous permet d’effectuer des recherches en utilisant différents critéeres (numéro de référence,
texte, comité d’études,...). Il donne aussi des informations sur les projets et les publications retirées ou remplacées.

® Just Published CEI: www.iec.ch/online _news/justpub
Restez informé sur les nouvelles publications de la CEIl. Just Published détaille deux fois par mois les nouvelles
publications parues. Disponible en-ligne et aussi par email.

" Electropedia: www.electropedia.org

Le premier dictionnaire en ligne au monde de termes électroniques et électriques. Il contient plus de 20 000 termes et
définitions en anglais et en frangais, ainsi que les termes équivalents dans les langues additionnelles. Egalement appelé
Vocabulaire Electrotechnique International en ligne.

= Service Clients: www.iec.ch/webstore/custserv/custserv_entry-f.htm

Si vous désirez nous donner des commentaires sur cette publication ou si vous avez des questions, visitez le FAQ du
Service clients ou contactez-nous:

Email: csc@iec.ch

Tél.: +41 22 919 02 11

Fax: +41 22 919 03 00



mailto:inmail@iec.ch
http://www.iec.ch/
http://www.iec.ch/searchpub
http://www.iec.ch/online_news/justpub
http://www.electropedia.org/
http://www.iec.ch/webstore/custserv
mailto:csc@iec.ch
http://www.iec.ch/searchpub/cur_fut-f.htm
http://www.iec.ch/online_news/justpub
http://www.electropedia.org/
http://www.iec.ch/webstore/custserv/custserv_entry-f.htm
mailto:csc@iec.ch

IEC 80001-1 Ed. 1.0 - Preview only Copy via ILNAS e-Shop

IEC 80001-1
L 24

Edition 1.0 2010-10

INTERNATIONAL
STANDARD

NORME

INTERNATIONALE E%@
)

A\
Application of risk management\{or J-net rkWating medical devices —

9,

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

COMMISSION
ELECTROTECHNIQUE

INTERNATIONALE PRICE CODE X
CODE PRIX

ICS 11.040.01; 35.240.80 ISBN 978-2-88912-221-9



IEC 80001-1 Ed. 1.0 - Preview only Copy via ILNAS e-Shop

-2- 80001-1 © IEC:2010

CONTENTS
FOREWORD ...ccuiii ittt ettt et e e et e e e e e et et e e e e e e e e e e e e e e e e e et eerenns 4
INTRODUGCTION ... e ettt e e e e et e e e e e e e et e et e et e eaaeennes 6
LS T o7 o o 1= TP 9
2 Terms and definitioNs . ... e 9
3  Roles and responsibilities ... ... 14
K T T € 1= o = - | PN
3.2  RESPONSIBLE ORGANIZATION L.ituiitiiiieiiieitaetie et et e e e et e et e e et e et e et e et e et e et e enaeeneennns
3.3  TOP MANAGEMENT respOoNnSibilities ....cc.ouiiii e T e e e e
3.4 MEDICAL IT-NETWORK RISK MANAGER .....cccueiveiiieiiieiinerineeineenee g eereeeee e erreenneennns
3.5 MEDICAL DEVICE Manufacturer(S)........coouviieeieiieiiieiiiieiei AN e N e N e e D eneenees
3.6  Providers of other information technology..........ccooiiii o NG N NG NG N r e eeees

4  Life cycle RISK MANAGEMENT in MEDICAL IT-NETWORKS

4.1 OVEIVIEW e NG N e s R e e e e e e,
4.2 RESPONSIBLE ORGANIZATION RISK MANAGEMENT,
4.2.1
4.2.2

4.3
4.31
4.3.2
4.3.3
43.4
4.3.5
4.4

uation and reporting .......ccoocoviiiiiii 26

4.5 EMENT and CONFIGURATION MANAGEMENT ........cccvueiineinnnnenn. 27

ELEASE MANAGEMENT PROCESS .. ciuuiiiieiiieiiieeiieeieeeiaeetaeeiaeeiaeeneennns 27

on how to apply RISK MANAGEMENT ....uueeuiiaeaeneeieeeeeeeeiaeeeeeeeene 27

...................................................................................................... 29

4.6  Live NetwWOTK RISK MANAGEMENT ...ttt et ieet et e e et e et e e e e e e e e e e e e e e e e ean e eaneenns 29

T I |/ o T 1 o T o Vo 29

4.6.2 EVENT MANAGEMENT ..ottt ettt et e e e e e e e e e et e e e e e e e et e e e e e enaeennns 29

5 DOCUMENT CONIOL ..ottt 30

5.1 Document control proCedUIe. .. ... e 30

5.2 MEDICAL IT-NETWORK RISK MANAGEMENT FILE ...uuttueiineiinaeieeieeiaeeieeieeineeineeneeneennns 30

Annex A (informative) Rationale..... ... 31

Annex B (informative) Overview of RISK MANAGEMENT relationships .............c.cooooveiiiinn, 35

Annex C (informative) Guidance on field of application .............cccooiiiiii e, 36
Annex D (informative) Relationship with ISO/IEC 20000-2:2005 Information technology

— Service management — Part 2: Code Of PractiCe..............coooiiiiiiiiiiiiii i 38

Bl OG AP Y e 42



IEC 80001-1 Ed. 1.0 - Preview only Copy via ILNAS e-Shop

@o

80001-1 © IEC:2010 -3-

Figure 1 — lllustration of TOP MANAGEMENT responsibilities...........c..ccooiiii 16
Figure 2 — Overview of life cycle of MEDICAL IT-NETWORKS including RISK MANAGEMENT ........... 20
Figure B.1 — Overview of roles and relationships .......cccooiiiiiiiii e, 35
Figure D.1 — Service management PrOCESSES .. ..ocuuiiuiitiiit ittt e et e 39
Table A.1 — Relationship between ISO 14971 and IEC 80001-1 .......ccooiiiiiiiiiii e, 33
Table C.1 — IT-NETWORK scenarios that can be encountered in a clinical environment........... 36
Table D.1 — Relationship between IEC 80001-1 and ISO/IEC 20000-1:2005 or

ISO/IEC 20000-2:20005 ... ettt iei et e e e et e e e e e e e e e e e et e e e e ean 40



IEC 80001-1 Ed. 1.0 - Preview only Copy via ILNAS e-Shop

—4— 80001-1 © IEC:2010

INTERNATIONAL ELECTROTECHNICAL COMMISSION

APPLICATION OF RISK MANAGEMENT FOR IT-NETWORKS
INCORPORATING MEDICAL DEVICES -

Part 1: Roles, responsibilities and activities

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for s i at|on comprising
all national electrotechnical committees (IEC National Committees). The obje
international co-operation on all questions concerning standardization in the electfi

this end and in addition to other activities, IEC publishes International Standarg i ecifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides e d “IEC
Publication(s)”). Their preparation is entrusted to technical committees; a ittee interested
in the subject dealt with may participate in this preparatory work. i 3
governmental organizations liaising with the IEC also participate in fkj . |E aborates closely
with the International Organization for Standardization (ISO) in &ccorda W
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical mattg S possible, an international

consensus of opinion on the relevant subjects since eac
interested IEC National Committees.

Independent certification bodies provide conformity
marks of conformity. IEC is not responsible for any

Sshall yot be held responsible for identifying any or all such patent rights.

patent rights. |

International Standard |EC 80001-1 has been prepared by a joint working group of
subcommittee 62A: Common aspects of electrical equipment used in medical practice, of IEC
technical committee 62: Electrical equipment in medical practice and ISO technical committee
215: Health informatics.

It is published as a double logo standard.

The text of this standard is based on the following documents:

FDIS Report on voting
62A/703/FDIS 62A/718/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table. In ISO, the standard has been approved by 17 P-members
out of 18 having cast a vote.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
Terms defined in Clause 2 of this standard are printed in SMALL CAPITALS.

For the purposes of this standard:
e “shall” means that compliance with a requirement is mandatory for compliance with this
standard;

e “should” means that compliance with a requirement is recommended but is not mandatory
for compliance with this standard;

e “may” is used to describe a permissible way to achieve compliance with a requirement;
and

e ‘“establish” means to define, document, and implement.

* reconfirmed,
+ withdrawn,

* replaced by a revised edition, or
*+ amended.

IMPORTANT - The 'cplourN the cover page of this publication indicates
that it contains c¢ i onsidered to be useful for the correct
understanding its ) hgould therefore print this document using a
colour printer.
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INTRODUCTION

An increasing number of MEDICAL DEVICEs are designed to exchange information electronically
with other equipment in the user environment, including other MEDICAL DEVICES. Such
information is frequently exchanged through an information technology network (IT-NETWORK)
that also transfers data of a more general nature.

At the same time, IT-NETWORKS are becoming increasingly vital to the clinical environment
and are now required to carry increasingly diverse traffic, ranging from life-critical patient data
requiring immediate delivery and response, to general corporate operations data and to email
containing potential malicious content (e.g. viruses).

For many jurisdictions, design and production of MEDICAL DEVICES is subject to regulation, and

The use of the MEDICAL DEVICES by clinical staff is also
cI|n|caI staff have to be appropriately tramed and qua

is a less regulated area. IEC 606011:20Q5¢
include some information in ACCOMPAN <

place covering common information
aintenance of IT-NETWORKS, for

degraded performance (e.g. incompatibility or improper
configuration}resyliting from combining MEDICAL DEVICES and other equipment on the same
IT-NETWORK;

— incorrect operation resulting from combining MEDICAL DEVICE SOFTWARE and other software
applications (e.g. open email systems or computer games) in the same IT-NETWORK;

— lack of security controls on many MEDICAL DEVICES; and

— the conflict between the need for strict change control of MEDICAL DEVICES and the need
for rapid response to the threat of cyberattack.

When these problems manifest themselves, unintended consequences frequently follow.

This standard is addressed to RESPONSIBLE ORGANIZATIONS, to manufacturers of MEDICAL
DEVICES, and to providers of other information technology.

1) Numbers in square brackets refer to the Bibliography.
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This standard adopts the following principles as a basis for its normative and informative
sections:

— The incorporation or removal of a MEDICAL DEVICE or other components in an IT-NETWORK
is a task which requires design of the action; this might be out of the control of the
manufacturer of the MEDICAL DEVICE.

— RISK MANAGEMENT should be used before the incorporation of a MEDICAL DEVICE into an IT-
NETWORK takes place, and for any changes during the entire life cycle of the resulting
MEDICAL IT-NETWORK, to avoid unacceptable RISKS, including possible RISK to patients,
resulting from the incorporation of the MEDICAL DEVICE into the IT-NETWORK. Many things
are part of a RISK decision, such as liability, cost, or impact on mission. These should be
considered in determining acceptable RISK in addition to the requirements described in
this standard.

items or
MEDICAL

— Aspects of removal, maintenance, change or modification of
components should be addressed adequately in addition to the/i

DEVICES.

— The manufacturer of the MEDICAL DEVICE is responsibl JENT of the
MEDICAL DEVICE during the design, implementation, and € MEDICAL
DEVICE. This standard does not cover the RISK MAN&GEM F 5, for the MEDICAL
DEVICE.

— The manufacturer of a MEDICAL DEVICE intended orparated into an IT-NETWORK
might need to provide information about the s/hecessary to allow the
RESPONSIBLE ORGANIZATION to manage RISK g i isNstandard. This information
can include, as part of the Accomp ions specifically addressed
to the person who incorporates a M ETWORK

— Such ACCOMPANYING DOCUMENTS should cohye tcuctions about how to incorporate the
MEDICAL DEVICE into the IT-NETWORK, L DEVICE transfers information over
the IT-NETWORK, and e minimum\IT- ORR\characteristics necessary to enable the

INTENDED USE of the %

dard defines the responsibilities of those roles. The most important
IEDICAL IT-NETWORK RISK MANAGER. This role can be assigned to

— The MEDICAL [RNETWORK RISK MANAGER is responsible for ensuring that RISK MANAGEMENT
is included during the PROCESSES of:

e planning and design of new incorporations of MEDICAL DEVICES or changes to such
incorporations;

e putting the MEDICAL IT-NETWORK into use and the consequent use of the MEDICAL IT-
NETWORK; and

e CHANGE-RELEASE MANAGEMENT and change management of the IT-NETWORK during the
IT-NETWORK’S entire life cycle.

— RISK MANAGEMENT should be applied to address the following KEY PROPERTIES appropriate
for the IT-NETWORK incorporating a MEDICAL DEVICE:

e SAFETY (freedom from unacceptable RISK of physical injury or damage to the health of
people or damage to property or the environment);

e EFFECTIVENESS (ability to produce the intended result for the patient and the RESPONSIBLE
ORGANIZATION); and
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e DATA AND SYSTEM SECURITY (an operational state of a MEDICAL IT-NETWORK in which
information assets (data and systems) are reasonably protected from degradation of
confidentiality, integrity, and availability).

@%
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