IEC/TS 62351-5

Edition 2.0 2013-04

TECHNICAL
SPECIFICATION

RO

N

Power systems management and associated in rQat n exchange — Data and
communications security —

IEC/TS 62351-5 Ed. 2.0 - Preview only Copy via ILNAS e-Shop

IEC/TS 62351-5:2013(E)




IEC/TS 62351-5 Ed. 2.0 - Preview only Copy via ILNAS e-Shop

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2013 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester.

If you have any questions about IEC copyright or have an enquiry about obtaining additional rights to this publication,
please contact the address below or your local IEC member National Committee for further information.

IEC Central Office Tel.: +41 22 919 02 11
3, rue de Varembé Fax: +41 22 919 03 00
CH-1211 Geneva 20 info@iec.ch
Switzerland www.iec.ch

About the IEC

The International Electrotechnical Commission (IEC) is the leading global organization t
International Standards for all electrical, electronic and related technologies.

About IEC publications

The technical content of IEC publications is kept under constant review by the IEQ:
latest edition, a corrigenda or an amendment might have been published.

h]t prepares, and publishes

gu have the

Useful links:

IEC publications search - www.iec.ch/searchpub

The advanced search enables you to find IEC publications I i i dictionary of electronic and
by a variety of criteria (reference number, text, technical gctrica ining”more than 30 000 terms and
committee,...). d French, with equivalent terms in
It also gives information on projects, replacgd yes” Also known as the International
withdrawn publications. i pcabulary (IEV) on-line.

IEC Just Published - webstore.iec.ch/justpublished

Stay up to date on all new IEC publications. Just Puk Ilshe
details all new publications released i i

also once a month by email.

9,

sh to give us your feedback on this publication
gd further assistance, please contact the
Cusfomer Service Centre: csc@iec.ch.


mailto:info@iec.ch
http://www.iec.ch/
http://www.iec.ch/searchpub
http://webstore.iec.ch/justpublished
http://www.electropedia.org/
http://webstore.iec.ch/csc
mailto:csc@iec.ch

IEC/TS 62351-5 Ed. 2.0 - Preview only Copy via ILNAS e-Shop

IEC/TS 62351-5

Edition 2.0 2013-04

TECHNICAL
SPECIFICATION

Power systems management and 30Ci rmation exchange — Data and
communications security —

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

ICS 33.200 ISBN 978-2-83220-732-1

Warning! Make sure that you obtained this publication from an authorized distributor.

® Registered trademark of the International Electrotechnical Commission



IEC/TS 62351-5 Ed. 2.0 - Preview only Copy via ILNAS e-Shop

-2- TS 62351-5 © IEC:2013(E)

CONTENTS
O T O I S 6
T SCOPE ANA OB ECT. et 8
2 NOIMaAtiVe FefEIENCES .o 9
3 Terms and definitioNs ... e 10
4 ADDreVIated terMIS Lo e 11
5 Problem description (informative) ... 11
5.1 OVerview Of ClaUS e ...
5.2 Specific threats addressed ..........coooviiiiiiiiiiic
5.3 DeSIgN ISSUES ...cuuiiiiii i
5.3.1  Overview of subclause............ccoooiviiiiiiiinn G\
5.3.2 Asymmetric communications
5.3.3 Message-oriented.......cooooiiiiiiiiiii N X N
5.3.4 Poor sequence numbers or no sequence
5.3.5 Limited processing POWer ........ooouir T oG N\ G e e eeeeeeeeneeen
5.3.6 Limited bandwidth...........oooiiiiiii o Nt e e D e eer e et e enae et e eiaeeanas
5.3.7 No access to authentication sepve
5.3.8 Limited frame lengt
5.3.9 Limited checksum....\¢....\..D
5.3.10
5.3.11
5.3.12
5.3.13
5.3.14
5.3.15
5.4.6 Challenge-reSPONSE. .. cuuiiiiiii it 15
5.4.7 Pre-shared keys as default option..............cooiiiiii i, 15
5.4.8 Backwards t0lerance .........oooiiiiiiii 15
5.4.9 UPGradeable. ... ..o 16
5.4.10 Perfect fOrward SECIECY .. ..uiuuiii i 16
5.4.11 Multiple users and auditing ........c.ooiiiiiiiiii 16
6 Theory of operation (iNfOrmative) ..o e 16
6.1 OVerVieW Of ClaUS e ... e e 16
6.2  Narrative desCriplion ..o 16
B.2.1  BasiC CONCEPES 1ouiiiiiiiii i e 16
6.2.2 Initiating the challenge..........oo i 17
6.2.3 Replying to the challenge ... 17
6.2.4  Authenticating ... 18

6.2.5 Authentication failure........ccooeiniini e 18



IEC/TS 62351-5 Ed. 2.0 - Preview only Copy via ILNAS e-Shop

TS 62351-5 © IEC:2013(E) -3-

6.2.6  AQOreSSiVE MOUE ... cuuiii i e e
B.2.7  Changing KeY S ... it
6.2.8 Security statiStiCs .....ooiiiiii
6.3 EXample MeSSage SEQUENCES .....iuuieiii it e e
6.3.1  Overview Of SUDCIAUSE.......cc.uiiiiiiii e
6.3.2 Challenge of a Critical ASDU ..o
6.3.3  AQQressiVe MO ..o
6.3.4 Initializing and changing Session Keys ..........coiiiiiiiiiiii e
6.4 State machine OVEIrVIEW ...
7 Formal SpeCifiCation .....iui s
7.1 Overview Of ClauSe .........iviiiii i
7.2 Message definitions.........oooiiiiiiiiii
7.2.1 Distinction between messages and ASDUs
7.2.2 Challenge meSSage ......c.ovviiiiiiiiiieieeee e e e e e )
7.2.3 Replymessage......cooviiiiiiiiiiiiiii e e e
7.2.4 Aggressive Mode Request message ...... ...\
7.2.5 MAC := 0OS8i[1..8i]; i:=specified by M# .
LY T [o [ Y AU NUTP TR P

7.3

8 Interoperabih

8.1
8.2

8.3

7.2.6 Key Status message
7.2.7 Session Key Change
7.2.8

7.2.9

7.2.10
7.2.11
7.2.12
7.2.13

OVEIVIEW Of ClAUSE .uiii e e e e e e 90
Minimum reqQUIrEMENTS . ... e 90
8.2.1  Overview Of SUDCIAUSE.......cc.iiiiiii e 90
8.2.2 MAC algorithms .. .. 90
8.2.3 Key wrap / transport algorithms ... 91
8.2.4  FiIXEd VAIUBS ..o 91
8.2.5 Configurable ValUes ..o 91
(0] o) (7o o - TP 96
8.3.1 Overview of SUDCIAUSE.......oceii 96
8.3.2  MAC algorithms oo 96
8.3.3 Encryption algorithms ... 98
8.3.4 Key wrap / transport algorithms ... 98
8.3.5 Configurable Values.........c.oiiiiii 98

9 Special APPliCatioNS ..oe e 99



IEC/TS 62351-5 Ed. 2.0 - Preview only Copy via ILNAS e-Shop

—4— TS 62351-5 © IEC:2013(E)

9.1 OVErVIEW Of ClaUS e ..o e 99
9.2 USE WIth TOP/IP .ttt 99
9.3 Use with redundant channels. ... 99
9.4 Use with external link @ncryptors ..o 99

10 Requirements for referencing this specification................ccocooiiii 99
T0.1 OVEIVIEW Of ClAUSE c.uuiii e e e et
10.2 SeleCted OPlIONS . ciu i
10.3 Operations considered Critical ...... ...
10.4 Addressing information..........couiiiiiii
10.5 Message format Mapping ...
10.6 Reference to procedures .......ocviviiiiiiiiiie e

11 Protocol implementation conformance statement
11.1 Overview of Clause ........covviiiiiiiiiiiii KN
11.2 Required algorithms ..o NN\ e
11.3 MAC algorithms.....ccooiiii e NG D N e
11.4 Key wrap algorithms ......ccoooiiiiiiiiiiiiii e K NN - NG e e e e\ r e e erereneenenees
11.5 Maximum Error messages sent
11.6 Use of Error messages
11.
11.8 User Status Change ...........ZJ..)\.....

N o o bW

Figure 13 — Major state transitions for controlled station Update Key change........................ 32
Figure 14 — Example Use of Challenge Sequence NUMDbErs...........cooivviiiiiiiiiiiiiiiiiee e, 60
Table 1 — Scope of application to standards............ccoiiiiii i 8
Table 2 — Summary of symmetric Keys USed ..o 18
Table 3 — Summary of asymmetric keys used (optional).........ccooiiiiiiiiiiiii e, 19
Table 4 — ChallEnNge MESSAQE ... cu ittt e e e e et e e e e ea e eaees 33
Table 5 — RePIY MESSAGE ..ottt 35
Table 6 — Data Included in the MAC Value calculation ..., 36

Table 7 — Aggressive Mode Request MeSSage .....c.ie i 36



IEC/TS 62351-5 Ed. 2.0 - Preview only Copy via ILNAS e-Shop

TS 62351-5 © IEC:2013(E) -5-

Table 8 — Data Included in the MAC Value calculation in Aggressive Mode...............ccoceune. 37
Table 9 — Key Status ReqUEst MESSAQE ... ...cuu i 38
Table 10 — Use of Default SESSION KEYS ...iuuiiiiii e 38
Table 11 — Key Status MeSSage ... ..o 39
Table 12 — Data Included in the MAC Value Calculation for Key Status............cc.ocoviiiinnn. 41
Table 13 — Key Change MESSA0E. ... iuuiiiiiie ettt e e e e e enees 41
Table 14 — Data Included in the key wrap (in Order) ........coieiiiiiii e 42
Table 15 — EXample Of KEY OFAer. ... 42
Table 16 — Example of Wrapped Key Data ...

Table 17 — ErrOr MeSSage. ..o

Table 18 — Creation of Certification Data .............ccoviiiiiiiin. <

Table 19 — User Status Change message ........ccoovvvieiiiiiiiiiniin N0

Table 20 — Update Key Change Request message................... oo oG-\ 0

Table 21 — Update Key Change Reply message..........ooeie )N N v oo e e Nee e e

Table 31 — Userﬁ%
Table 32 — Contr ¢

Table 40 — Source of initialization vector components in each message..............cccccoveeennne. 97

Table A.1 — Cryptographic Notation ... 105
Table A.2 — Compliance With ISO/IEC 11770 ..., 107



IEC/TS 62351-5 Ed. 2.0 - Preview only Copy via ILNAS e-Shop

-6- TS 62351-5 © IEC:2013(E)

INTERNATIONAL ELECTROTECHNICAL COMMISSION

POWER SYSTEMS MANAGEMENT
AND ASSOCIATED INFORMATION EXCHANGE -
DATA AND COMMUNICATIONS SECURITY -

Part 5: Security for IEC 60870-5 and derivatives

FOREWORD

this end and in addition to other activities, IEC publishes International
Technical Reports, Publicly Available Specifications (PAS) and Guides

governmental organizations liaising with the IEC also participate i
with the International Organization for Standardization (ISO)A

and are accepted by IEC National
Committees in that sense. While all reasonable effqrts \ re that the technical content of IEC
Publications is accurate, IEC cannot be hetd™responsible fox the way in which they are used or for any
misinterpretation by any end user.

the latter.

IEC itself does nof_provide
assessment serw i
services carried out by i

{ ative references cited in this publication. Use of the referenced publications is
indispensabte_forthe sorreef application of this publication.

Attention is draw possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shalil not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. In
exceptional circumstances, a technical committee may propose the publication of a technical
specification when

the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC/TS 62351-5, which is a technical specification, has been prepared by IEC technical
committee 57: Power systems management and associated information exchange.
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This second edition cancels and replaces the first edition published in 2009. It constitutes a
technical revision. The primary changes in the second edition are:

e adds the capability to change Update Keys remotely;

e adds security statistics to aid in detecting attacks;

e adds measures to avoid being forced to change session keys too often;
e discards unexpected messages more often as possible attacks;

e adds to the list of permitted security algorithms;

e adds new rules for calculating challenge sequence numbers.

The text of this technical specification is based on the following docume

Enquiry draft Report on voting <
57/1204/DTS 57/1282/RVJZ/\

Full information on the voting for the approval of this tec
the report on voting indicated in the above table.

This publication has been drafted in accordance

important components of the described secux ism—These components include: 1)
data items e.g. Update Keys, Sessid ; age names, e.g. Challenge, Reply,
Aggressive Mode Request; 3) event yame imeout, Rx Invalid Reply; 4) state
names, e.g. Security Idlg d 5)\ statistics e.g. Authentication Failures,

Unexpected Messages.

A list of all the paypts i
management a oe)
be found on the IEC y

* withdrawn,
* replaced by a revised edition, or
*+ amended.

A bilingual version of this publication may be issued at a later date.
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