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INTERNATIONAL ELECTROTECHNICAL COMMISSION

POWER SYSTEMS MANAGEMENT AND
ASSOCIATED INFORMATION EXCHANGE -
DATA AND COMMUNICATIONS SECURITY -

Part 9: Cyber security key management for power system equipment

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization fr standare |zat|
all national electrotechnical committees (IEC National Comm|ttees) The Objex
international co-operation on all questions concerning standardization in the e g electronic fields. To
this end and in addition to other activities, IEC publishes International 3ta \ shni Spetifications,

comprising

Technical Reports, Publicly Available Specifications (PAS) and Guides (h &I re j to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; oNa nittee interested
in the subject dealt with may participate in this preparatory wrk nternattepal, goyernmental and non-
governmental organizations liaising with the IEC also participate_in IEC)collaborates closely
with the International Organization for Standardization (ISO nce* with corditions determined by

agreement between the two organizations.

The formal decisions or agreements of IEC on technical
consensus of opinion on the relevant subjects since
interested IEC National Committees.

as possible, an international
ittee has representation from all

Publications is accurate, IEC cannot be
misinterpretation by any end user.

the latter.

IEC itself does nof\prow atte
assessment ser i :
services carried ou{ By mdependent

of\conformity. Independent certification bodies provide conformity
5s 0 IEC marks of conformity. IEC is not responsible for any

All users should ensure ést edition of this publication.

No liability shall a tac directors, employees, servants or agents including individual experts and
members of i es and IEC National Committees for any personal injury, property damage or
other damage o oever, whether direct or indirect, or for costs (including legal fees) and
expense e pubMcation, use of, or reliance upon, this IEC Publication or any other IEC
Publication

indispensableNor the cyrrect application of this publication.

Attention is drawn e possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 62351-9 has been prepared by IEC technical committee 57: Power
systems management and associated information exchange.

This bilingual version (2018-07) corresponds to the monolingual English version, published in
2017-05.

The text of this International Standard is based on the following documents:

FDIS Report on voting
57/1838/FDIS 57/1853/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.
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The French version of this standard has not been voted upon.
This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62351 series, published under the general title Power systems
management and associated information exchange — Data and communications security, can
be found on the IEC website.

In this standard, the following print types are used:

— ASN.1 notions is presented in bold Courier New typeface;

— when ASN.1 types and values are referenced in normal text, they are-differentiated from
normal text by presenting them in bold Courier New typeface.

The committee has decided that the contents of this document will r dwuntil the
the specific document. At this date, the document will be

e reconfirmed,
e withdrawn,

e replaced by a revised edition, or

e amended. s

er page of this publication indicates
ed” to be useful for the correct
therefore print this document using a

IMPORTANT - The 'colour inside’' lggo on.the
that it contains coloups_ which i
understanding of its céntents. should
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