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INTERNATIONAL ELECTROTECHNICAL COMMISSION

SECURITY FOR INDUSTRIAL AUTOMATION
AND CONTROL SYSTEMS -

Part 2-4: Security program requirements
for IACS service providers

FOREWORD

all national electrotechnical committees (IEC National Committees). to promote
international co-operation on all questions concerning standardization in the elg fields. To
this end and in addition to other activities, IEC publishes International Standards i pecifications,
Technical Reports, Publicly Available Specifications (PAS) and Guide \ as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; i
in the subject dealt with may participate in this preparatory wor

| and regional publications. Any divergence
regional publication shall be clearly indicated in

between any IEC Publicatio®

the latter.

5) IEC itself does not proyidenan i ity. Independent certification bodies provide conformity
assessment servi i g IEC marks of conformity. IEC is not responsible for any
services carried@ ing € ificatj dies.

6) All users should ensugé tk edition of this publication.

C Natlonal Commlttees for any personal injury, property damage or
atsoever, whether direct or indirect, or for costs (including legal fees) and
sation, use of, or reliance upon, this IEC Publication or any other IEC

International Standard IEC 62443-2-4 has been prepared by IEC technical committee 65:
Industrial-process measurement, control and automation.

This publication contains an attached file in the form of an Excel 97-2003 spreadsheet version
of Table A.1. This file is intended to be used as a complement and does not form an integral
part of the publication.

The text of this standard is based on the following documents:

CDV Report on voting
65/545/CDV 65/561A/RVC

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the |IEC 62443 series, published under the general title Security for
industrial automation and control systems, can be found on the IEC website.

Future standards in this series will carry the new general title as cited above. Titles of existing
standards in this series will be updated at the time of the next edition.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

The contents of the corrigendum of August 2015 have beég

IMPORTANT - The 'colour inside’ | on
that it contains colours which\ ar
understanding of its contents. Users s
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INTRODUCTION

This standard is the part of the IEC 62443 series that contains security requirements for
providers of integration and maintenance services for Industrial Automation and Control
Systems (IACS). It has been developed by IEC Technical Committee 65 in collaboration with
the International Instrumentation Users Association, referred to as the WIB from its original

and now obsolete Dutch name, and ISA 99 committee members.

Figure 1 illustrates the relationship of the different parts of IEC 62443 being developed. Those
that are normatively referenced are included in the list of normative references in Clause 2,
and those that are referenced for informational purposes or that are in development are listed

in the Bibliography.
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Figure 1 — Parts of the IEC 62443 Series
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